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After the tragic and senseless attack
on the World Trade Center and the
Pentagon, the United States govern-
ment launched a series of initiatives to
prevent future such attacks and to bring
al-Qaeda conspirators to justice. Sev-
eral of these actions were and continue
to be controversial. The USA Patriot
Act increased the government's author-
ity to investigate, intercept communica-
tions, and detain suspected terrorists
and curtail their sources of funding.
Many of these powers may well have
been necessary, yet there is concern that
the reach of this new authority may
have been overly broad and inconsis-
tent with fundamental constitutional
principles. The United States govern-
ment invaded Afghanistan overthrow-
ing the Taliban government that had
provided safe harbor to al-Qaeda and
then attacked Iraq deposing Saddham
Hussein and the Baathist party.

Our contributors address these con-
troversial decisions from several differ-
ent perspectives. Cynthia Ryan, Chief
Counsel of the Drug Enforcement
Administration, explains the purposes
of the USA Patriot Act and addresses
the benefits of Title II expanding the
coverage of the federal electronic sur-
veillance statutes to provide additional
tools for law enforcement. Michael
Kelsey examines the many changes to
the anti-money laundering statutes
contained in the Patriot Act and pro-
vides practical advice for the private
practitioner. Drew Fennell of the ACLU
raises several civil liberties concerns
about the government's increased pow-
ers of surveillance over U.S. citizens and
non-citizens alike. Professor Erin Daly
examines the broader implications of
the Patriot Act for freedom of speech
and expression fundamental to our soci-
ety. In my contribution, I examine the
international legality of the U.S. attacks
on Afghanistan and Iraq both under tra-
ditional international legal doctrine on
die use of force and wider alternative
approaches to justify these actions.

Each of the articles grapples with a
fundamental conundrum of our times—
how to permit necessary actions to pre-
vent terrorism while placing limits on
government actions in order to cabin
abuse and preserve essential freedoms.

J. Patrick Kelly
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THE USA ACT HELP'S
X IMIEEX TH

1VI CHALLENGE

eptember 11, 2002 was a defining moment for our coun-
try. While it was not the first terrorist attack within the

borders of the United States,1 it was the most devas-
tating. When the smoke cleared, we began to see
who and what we were up against. We knew we
could not, and would not, let it happen to us
again.

What we soon realized is that these terrorist acts
were perpetrated by expertly organized, highly

coordinated, and well-financed organizations to
advance their political agendas. We face non-state enemies
that have no sovereign territory of their own but that enjoy
support on various levels from other nations. They operate
worldwide without the constraints of national borders or legal
jurisdictions. They take advantage of legal loopholes.

The tragic events of September 11 quickly forced us to
reevaluate our strategy to protect our homeland and our peo-
ple in a fundamental way. Although the terrorist threat bore
little resemblance to traditional crime, we fought the enemy
with a traditional law enforcement strategy; i.e. respond to
terrorist attacks at home and abroad as a crime, gather evi-
dence, and pursue prosecution of the perpetrators. While this
reactive approach has merit and enjoyed some success, it is
insufficient by itself to meet the continuing threat, as was
borne out by the 1995 prosecution and conviction of Sheik
Omar Abdel Rahman as the mastermind of the 1993 World
Trade Center bombing. To protect the American people and
property, we must detect and prevent terrorist attacks and
prosecute, if possible, later.

What is the nature of the target in our crosshairs? Our chief
terrorist enemy — Al Qaeda — is a disciplined, non-state mil-
itary-like force. The eleven-volume Al Qaeda terrorist training
manual designed for recruits and operatives includes detailed
instructions on biological and chemical warfare, assassination
and explosives. It is not only intended to be used as an instruc-
tional manual, but also as a means of conditioning the mind
of the Al Qaeda terrorist to promote violence against its ene-
mies: "the terrorist member 'should have a calm personality
that allows him to endure psychological traumas such as those
involving bloodshed, murder, arrest, imprisonment, and
reverse psychological traumas such as killing one or all of his
Organization's comrades.'"2 Law professor Ruth Wedgwood
observed: "At length, the manual instructs new members in
countersurveillance, encryption, the preparation of safe hous-
es, and the choice of escape routes after an assassination. The
jihad's 'undercover members' are to avoid any outward

appearance of 'Islamic orientation.' . . . The hijackers of
September 11 who passed through security in the Boston air-
port looked like ordinary travelers."3 They are schooled in
violence and stealth.

"Terrorist," as defined in the U.S. legal lexicon, is a person
who is involved in "violent acts or acts dangerous to human
life" in violation of U.S. criminal laws and that "appear to be
intended to intimidate or coerce a civilian population, to
influence the policy of a government by intimidation or coer-
cion, or to affect the conduct of a government by mass
destruction, assassination, or kidnapping."4 These acts may
occur within or outside the territorial jurisdiction of the
United States.5 Essentially, terrorists are violent criminals with
a political agenda.

U.S. law enforcement, particularly the Drug Enforcement
Administration (DEA), has focused on a specific breed of ter-
rorists — the narco-terrorist.6 The drugs-to-money-to-terror
relationship is historic, but die events of September 11 brought
new emphasis to the perennial problem of narco-terrorism. The
Taliban, which controlled opium production and direcdy
taxed the drug trade in Afghanistan, welcomed Osama bin
Laden and the Al Qaeda organization, which built its financial
base with heroin trafficking. While Al Qaeda has used its drug
money for the most colossal of terrorist acts, narco-terrorism
is more widespread than Al Qaeda. For example, in Colombia
the Fuerzas Armada Revolucionarios de Colombia, otherwise
known as the FARC, raises its funds, in part, from illicit
cocaine trafficking to purchase weapons and finance their
attacks on innocent Colombian civilians for its revolutionary
cause. In Peru, die Shining Path guerrillas "tax" local drug
traffickers to fund dieir political influence and military force.
In Southeast Asia, financial support of die United Wa State
Army is primarily derived from heroin and methampheta-
mine trade.7

How do we thwart this global, but very close to home,
threat? Our traditional law enforcement approach was not
designed to deal with a quasi-military threat such as Al Qaeda.
In a recent essay, Abraham D. Sofaer, former Legal Advisor to
the State Department, notes diat "[a]nti-terrorism efforts
must ultimately be judged by whether they prevent attacks
which can result in horrendous human and economic conse-
quences" and "[c]riminal prosecution are especially ineffective
in deterring fundamentalist terrorist groups."8

The attacks on September 11 squarely presented a new
challenge for law enforcement. The fight against terrorism can
no longer be solely a criminal justice endeavor. We cannot
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wait for terrorists to strike to initiate
investigations and then take action. We
must prevent first, and prosecute sec-
ond. To prevent, we must be able to
detect terrorist activities afoot.

Throughout our nation's history, our
laws have constantly evolved to meet
new challenges and needs. That differ-
ent techniques are required to meet a
threat to our national security is neither
a new nor unconstitutional proposition.
Over 30 years ago, for example, the
U.S. Supreme Court noted "that
domestic security surveillance may
involve different policy and practical
considerations from the surveillance of
'ordinary crime.'"9 A recognition that
insulated, traditional organized crime
required a different approach resulted in
the Racketeer Influenced and Corrupt
Organizations Act (RICO) in 1970.10

Subsequently, the threat of sophisticat-
ed and violent drug trafficking organi-
zations resulted in a tailored legal
approach, a new offense entitled Con-
tinuing Criminal Enterprise (CCE).11

Similarly, the full recognition of the
scope and nature of the terrorist threat
facing our country resulted in a reexam-
ination of our laws.

This reexamination resulted in
Congress passing a bill, entitled "Un-
ited and Strengthening America by
Providing Appropriate Tools Required
to Intercept and Obstruct Terrorism,"
six weeks after the attacks on September
11, 2001.12 It is popularly known as the
"USA Patriot Act" (hereinafter the
"Patriot Act"). The Patriot Act is a bold -
but measured piece of legislation that
addresses a number of problems with
previously existing legal restrictions
impairing our ability to respond to the
terrorist threat, while preserving funda-
mental constitutional principles.

Many of our most important intelli-
gence gathering laws were enacted
decades ago, in and for an era of rotary
telephones. Meanwhile, the terrorists
are using e-mail, the Internet, mobile
communications and voice mail. Our
laws are dependent on jurisdictional
boundaries, while terrorists quickly and
stealthily move from one jurisdiction to
the next. Title II of the Patriot Act13

modernizes and addresses the gaps in
the coverage of the federal electronic
surveillance statutes (specifically the
wiretap statute, the pen registers and
trap and trace statute, and the
Electronic Communications Privacy Act
(ECPA)). The key feature common
among these amendments is the goal of

making the statutes technology-neutral.
That is, these new provisions ensure
that the same existing authorities that
apply to telephones are also applicable
to computers and use of e-mail on the
Internet. It is important to note, how-
ever, that the scope of law enforcement
authority remains the same; in other
words, that no more or less information
that is obtainable on one device may be
gleaned from another. As illustrated
below, by adjusting existing authorities,
the new law lives up to its tide by
"Providing Appropriate Tools Required
to Intercept and Obstruct Terrorism."

Section 209 of the Patriot Act
amended the law so that law enforce-
ment can now obtain unopened voice-
mail stored on a computer server (such
as the voice-mail service provided by a
local telephone company) with a stan-
dard federal search warrant,14 instead of
a wiretap order.15 It also conclusively
established that a wiretap order was not
required to retrieve messages from a
standard answering machine. Under
previous law, the ECPA16 governed law
enforcement access to stored electronic
communications (e-mail) but not stored
wire communications (voice-mail).
Instead, access to stored voice-mail was
governed by the wiretap statute,
because the definition of "wire commu-
nication" included stored communica-
tions.17 Therefore, law enforcement
authorities were required to use a wire-
tap order to obtain voice communica-
tions stored with a tliird party provider,
while in some jurisdictions they could
use a search warrant if that same infor-
mation was stored on an answering
machine inside a suspect's home. Since
both wiretap and search warrant affi-
davits require a showing of probable
cause and stored voice communications
possess few of the sensitivities associated
with the real-time interception of tele-
phones, die extremely burdensome and
time-consuming process of obtaining a
wiretap order was unreasonable.

The statutory framework for com-
munication interceptions conceptual-
ized a world in which voice communi-
cations via telephones were distinct
from non-voice communications (e-
mail, faxes, pager messages). The frame-
work did not anticipate, and therefore
did not reflect, die convergence of these
two kinds of communications common
in modern telecommunications net-
works. With current technology, an e-
mail may include one or more attach-
ments consisting of any type of data,

including voice recordings. As a result, a
law enforcement officer would be in a
quandary when, while seeking to obtain
a suspect's unopened e-mail from an
ISP widi a search warrant pursuant to
the ECPA, he would find voice attach-
ments (wire communications) which
required him to have a wiretap order to
open. The Patriot Act, Section 209, pro-
vided a practical solution without dimin-
ution of the protection of privacy rights.

In Section 211 of the Patriot Act,
Congress harmonized current technolo-
gy with two different sets of legal rules
written decades ago. The "Cable Act," 18

passed in 1984 when cable companies
provided only traditional cable pro-
gramming services, encompasses a very
restrictive system of rules governing law
enforcement access to most records pos-
sessed by a cable company. Accordingly,
law enforcement could not obtain
records with a subpoena or even a
search warrant. Instead, investigators
had to demonstrate "clear and convinc-
ing evidence" (more than probable
cause) that the subscriber was "reason-
ably suspected" of engaging in criminal
activity. But first, the cable company had
to provide prior notice to the customer
that his records were being sought, an
obvious problem for law enforcement.
Now that cable companies provide
Internet access and telephone service,
along with cable programming services,
the Cable Act presented a safe haven
from law enforcement scrutiny for ter-
rorists' Internet and telephone activity.

Section 211 solved the problem by
amending the Cable Act19 to clarify that
the ECPA, the wiretap statute, and the
trap and trace statute govern disclosures
by cable companies that relate to the
providers of communication services,
such as telephones and Internet. At the
same time, the amendment preserves
the Cable Act's higher standard of pro-
tection for records regarding ordinary
cable television programming.

Terrorists and other criminals often
use aliases in registering for Internet and
telephone services. This creates an obvi-
ous problem for law enforcement
attempting to identify the suspects of
terrorist acts or criminal acts that often
support die terrorists. While die gov-
ernment currendy can subpoena elec-
tronic communications or a remote
computing services provider for the sus-
pect's name, address and length of ser-
vice, this information does not help
when the suspected terrorist lies about
his or her identity. Section 210 of the
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Patriot Act expanded the type of infor-
mation law enforcement may obtain
with an administrative subpoena to the
means and source of payment, includ-
ing any credit card or bank account
number. Permitting investigators to
obtain credit card and other payment
information significantly assists investi-
gators in tracking a suspect and estab-
lishing his/her true identity.

In the overhaul of the technology-
related statutes, Section 216 of the
Patriot Act amended the law of pen reg-
isters and trap and trace devices.20 When
enacted in 1986, die pen/trap statute
contemplated only telephone communi-
cations, as reflected in its telephone-spe-
cific definitions. For example, the
statute defined "pen register" as "a de-
vice which records or decodes electron-
ic or other impulses which identify die
numbers dialed or odierwise transmitted
on the telephone line to which such
device is attached."21 With the advent of
the electronic communications explo-
sion, investigators needed comparable
access to non-content information
being communicated with e-technolo-
gy. Section 216 amended the pen/trap
provisions to clarify diat the statute
applies to electronic communications, as
well as wire. Accordingly, with these
amended definitions, law enforcement
can intercept e-mail header information
upon certification to the court that the
information is likely to be obtained by
an installed pen register or trap and
trace device and its use is relevant to an
ongoing criminal investigation.

Prior to the Patriot Act, the
pen/trap statute allowed the court to
authorize pen register/trap and trace
installations only "within the jurisdic-
tion of the court."22 In other words, if
a telephone was located, for example, in
the District of New Jersey, but the sub-
stantive investigation was in the District
of Delaware, then the Delaware
Assistant U.S. Attorney was required to
obtain die pen register/trap and trace
orders from a New Jersey District
judge. With the deregulation in the
telecommunications industry, a single
communication may be carried by
many providers — from a local
exchange carrier, to a local Bell opera-
tion, to a long distance carrier, to a local
exchange carrier in another jurisdiction,
to a cellular carrier — all located in dif-
ferent jurisdictions. This process
imposed time delays and burdens on
bodi the U.S. Attorney Offices and the
Federal courts. Congress recognized

the negative consequences of the situa-
tion when it drafted Section 216:
"Currently, the government must apply
for a new pen/trap order in every juris-
diction where the target telephone is
located. This can cause serious delays
that could be devastating to an investi-
gation, particularly where additional
criminal or terrorist acts are planned....
This section authorizes the court with
jurisdiction over the offense of the
investigation to issue the order, tiius
streamlining an investigation and elimi-
nating the need to intrude upon the
resources of courts and prosecutors widi
no connection to die investigation."23

Congress streamlined die process for
multi-jurisdictional investigations by
amending the statute in two ways. First,
it gave authority to the federal courts to
compel assistance from any communi-
cation service provider in the United
States whose assistance "may facilitate
the execution of die order."24 The court
may do so upon the government's certi-
fication that the-information "likely to
be obtained . . . is relevant to an ongo-
ing criminal investigation .. ."25 Second,
the amended statute eliminated the
requirement that a federal pen/trap
order specify its geographic limit, there-
by giving nationwide effect for such
orders upon a showing diat the issuing
court has jurisdiction over the particu-
lar crime under investigation.26 This
double dose of practicality facilitates
law enforcement in catching up with
suspected terrorists, who know no juris-
dictional boundaries, in time to foil
plans intended to harm our citizens.

This multi-jurisdictional approach
was repeated by Congress in amending
Fed.KCrim.Proc. 41(a) by Section 219
of the Patriot Act. Now, a federal mag-
istrate judge, in a district in which
domestic or international terrorism
activities are occurring, may authorize a
search for property or a person in any

location in the country. For all other
crimes, the law remains the same in that
the judge may authorize a search only
within the judge's district. Likewise, in
Section 220, the Patriot Act amended
section 2703(a) of title 18, United
States Code, to authorize courts with
jurisdiction over the criminal offenses to
issue search warrants for electronic
communications stored anywhere in the
United States, rather than in the district
where the "property" was located.

Even though jurisdictional lines fall
and legal hurdles lower with these
amendments, privacy rights are still pro-
tected by the same constitutional stan-
dards. Making it easier for government
entities to detect and fight terrorism
does not mean that U.S. citizens fall vic-
tim to tyranny. Title II of the Patriot
Act, as highlighted above, modified and
clarified the law of communication
interceptions conducted by law enforce-
ment, while maintaining the Fourth
Amendment protection to the right to
privacy. To counterbalance this intrusive
law enforcement power, in Section 223
of the Patriot Act Congress strength-
ened the Inspector General oversight
into, and civil liability for, the suspected
willful or intentional interception or
disclosure of information derived from
an interception.

The success of our war against ter-
rorism will be measured, in part, by the
number of terrorist acts detected and
prevented or averted. To protect sources
and mediods, U.S. law enforcement and
intelligence agencies will not be at liber-
ty to publicize most of their successful
efforts. Therefore, the American public
will likely never know the whole value
of our anti-terrorism forces and the role
played by die USA Patriot Act. •

Footnotes:
References available upon request. Contact
editorial@mediatwo.com.

PAOLI WOOD OFFICE FURNITURE - 10-YEAR GUARANTEE

Efficient
Office Solutions, Inc.

Fine Wood Furniture • Legal Shelving
Lateral File Cabinets • Moveable File Systems

] Computer Furniture • Letter/Legal File Supplies
System Furniture • File Indexes

Fire-proof Files • Bar Code Systems

EFFICIENT OFFICE SOLUTIONS, INC. formerly TAB of Delaware
117 J&M Drive, New Castle, DEI 9720

(302) 326-0660 Phone • (302) 326-0902 Fax • info@eos-tab.com

DELAWARE LAWYER 9



Fennell

THE USA :T:
CAN WE BE BOTH SAFE AND FREE?

The Constitution of the United States is a law for rulers and people, equally in war and in
peace, and covers within the shield of its protection all classes of men, at all times, and
under all circumstances. No doctrine, involving more pernicious consequences, was ever
invented by the wit of man than that any of its provisions can be suspended during any of
the great exigencies of government. Such a doctrine leads directly to anarchy or despotism,
but the theory of necessity on which it is based is false; for the government, within the
Constitution, has all the powers granted to it, which are necessary to preserve its existence.

Ex Parte Milligan. 71 U.S. 2, 120-21 (1866)

n October 25, 2001, a matter of weeks after
September 11, the U.S. Congress passed the
USA Patriot Act, a bill that contains the most
sweeping and comprehensive changes in
domestic law enforcement in history, with
very little discussion and almost no dissent.
Members of Congress had little opportunity to
review the bill before its passage. The Act is

hundreds of pages long and amends scores of
sections of the U.S. Code. However, many

members of Congress, barred from their offices
during the anthrax scare, were unable to read the entire bill,
much less undertake a close analysis of its provisions.

Even now, a year and a half after its passage, the USA
Patriot Act has not been codified. That is, there is no version
that shows all of the changes to existing law made by the Act.
Anyone who wants to view the Act as a whole must look at
the Public Law as passed by Congress, which does not place
any of the changes in their context in the U.S. Code.1 Because
the USA Patriot Act changed the wording of many different
statutes within the U.S. Code, this lack of a codified version
makes it difficult to examine the changes in a comprehensive
way.2

The acronym USA Patriot stands for Uniting and
Strengthening America by Providing Appropriate Tools
Required to Intercept and Obstruct Terrorism. As the title
suggests, most of its provisions apply to surveillance and law
enforcement. Many provisions of the Patriot Act were neces-
sary changes to statutes that were no longer relevant to
emerging technology or that did not take into account
the changing world stage in which individuals, unaffiliated
with any government, might pose a threat to national
security. Other provisions pose grave threats to the freedoms
guaranteed under the Constitution. At its extremes, the USA
Patriot Act gives the government expanded power to invade
privacy, imprison people without due process, and punish
dissent.

This article examines only those provisions that have the
deepest impact on our Constitutional rights. Of necessity, it

does not address large portions of the USA Patriot Act,
including some provisions that pose troubling questions
about the relationship of liberty and law enforcement. For
example, this article does not address certain complex issues
such as enhanced border protections, financial disclosure pro-
visions and other amendments to the Bank Secrecy Act,
changes to the currency and money laundering statutes, or
criminal statutes.
Domestic Terrorism Defined

Section 802 of the USA Patriot Act expands die definition
of terrorism to include "domestic" as opposed to internation-
al terrorism. A person engages in domestic terrorism if he
does an act "dangerous to human life" that is a violation of
the laws of a state or the United States, if the act appears to
be intended to: (i) intimidate or coerce a civilian population;
(ii) influence the policy of a government by intimidation or
coercion; or (iii) affect the conduct of a government by mass
destruction, assassination, or kidnapping.3 Additionally, the
acts have to occur primarily within the territorial jurisdiction
of the United States, and if they do not, may be regarded as
international terrorism.

Section 802 does not create a new crime of domestic ter-
rorism. Instead, it expands the type of conduct that the gov-
ernment may investigate as "terrorism." This definition of ter-
rorism is broad enough to encompass the activities of several
prominent activist groups such as Greenpeace, Operation
Rescue, and die Vieques Island protesters, a group that
included Robert F. Kennedy, Jr., U.S. Representative Luis
Guitierrez, D-Ill., and Jacqueline Jackson, wife of Rev. Jesse
Jackson. Any person engaging in civil disobedience that has
the potential for danger to human life, including their own,
can be investigated for terrorism under Section 802. For
example, the tree-sitters who live high in the trees of the
California redwood forest, meet the definition of domestic
terrorist.
Civil Forfeiture

Section 806 authorizes the civil forfeiture of all assets, for-
eign or domestic (i) of any individual, entity, or organization
engaged in planning or perpetrating acts of domestic or for-
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eign terrorism against the United States,
or their property, and all assets, foreign
and domestic, affording any person a
source of influence over any such entity
or organization or (ii) acquired or main-
tained by any person with the intent and
for the purpose of supporting, planning,
conducting, or concealing an act of
domestic or international terrorism
against the United States, citizens or
residents of the United States or their
property (iii) derived from, involved in,
or used or intended to be used to com-
mit any act of domestic or international
terrorism against the United States, cit-
izens or residents of the United States
or their property.

Section 806 could result in the civil
seizure of assets of an individual or orga-
nization without a hearing and without
a criminal conviction. Not only would
individuals actually involved in protests
that meet the definition of domestic ter-
rorism be subject to forfeiture of their
assets, so would any individuals or orga-
nizations supporting the protests.

Sections 802 and 806 have already
been used to chill public protest unre-
lated to foreign terrorism. Recently, a
large paper manufacturer notified a
charitable foundation that had given
monetary support to environmental
activists that the paper company had
asked the Department of Justice to
investigate the foundation for material
support of domestic terrorism. The
USA Patriot Act provides a powerful
tool against logging protests.

The civil asset forfeiture power of the
U.S. government is awesome. The gov-
ernment can seize or freeze assets on a
bare assertion that there is probable
cause that the assets were involved in
domestic terrorism. The assets are
seized without a hearing and often with-
out notice. In order to permanendy for-
feit the assets, the government must go
before a court, but in a civil proceeding
where the standard is the preponder-
ance of the evidence and where the per-
son is not entided to be represented at
public expense as they would be in a
criminal proceeding. Defending against
forfeiture could easily bankrupt an orga-
nization if the government asserts that it
is involved in domestic terrorism.
Foreign Intelligence Surveillance Act
Wiretap and Black Bag Searches

The Foreign Intelligence Surveil-
lance Act (FISA)4 was enacted in the
wake of Watergate to provide a bulwark
between foreign intelligence gathering
and domestic criminal investigations fol-

lowing die FBI's abuse of its investiga-
tory powers against Dr. Martin Luther
King and others. FISA was created in
part to allow foreign intelligence inves-
tigations to proceed without having to
comply with Fourth Amendment
requirements. Put simply, because FISA
surveillance warrants were not to be
used in criminal investigations, the
Fourth Amendment did not apply.
Section 218 of the USA Patriot Act
removes the boundary between foreign
intelligence gathering and criminal
investigation. Previously, FISA required
that the FBI could only execute a wire-
tap or physical ("black bag") search that
did not comply with the Fourth
Amendment if "the purpose" was to
gather foreign intelligence. Section 218
replaces "the purpose" with "significant
purpose," allowing the FBI to evade the
Fourth Amendment even when its prin-
cipal goal is criminal law enforcement.

On May 17, 2003 the Foreign Intel-
ligence Surveillance Court released an
unprecedented public opinion in which
it rejected Attorney General Ashcroft's
proposal to replace FISA procedures
with new rules that would allow infor-
mation to be shared with law enforce-
ment officials and argued specifically
that the USA Patriot Act "allow[s] FISA
to be used primarily for a law enforce-
ment purpose." In a unanimous deci-
sion, the FISC ruled that law enforce-
ment officials "shall not make recom-
mendations to intelligence officials con-
cerning the initiation, operation, con-
tinuation or expansion of FISA searches
or surveillances."

The Department of Justice filed an
appeal and the FISA Court of Review
met for the first time in its twenty-four-
year history. There had never been an
appeal before, primarily because FISA
hearings are ex parte and the govern-
ment is the only party to be heard.
Therefore, the government is the only
party that can appeal. The FISA Court
of Review reversed the lower court and
ruled in favor of the Justice Depart-
ment's argument that the USA Patriot
Act allows FISA warrants to be issued
even if foreign intelligence is not the
primary purpose of the surveillance. It
is unclear whether there can be any
further appeal, because the Justice
Department is the only party to the rul-
ing and no other interested parties were
able to establish standing in the FISA
Court of Appeal.
Access to Records

Section 215 of the USA Patriot Act

amends FISA and allows the FBI to
require anyone at all (including libraries,
bookstores, and internet service pro-
viders) to give its records or other "tan-
gible things" to the government. There
is no requirement, as there would be
under the Fourth Amendment, for the
FBI to show probable cause or even rea-
sonable suspicion of criminal activity. All
the FBI must do is to assert that the
request for records is related to an
ongoing terrorism investigation. There
is essentially no judicial oversight, be-
cause the FISA court is required to issue
the order if the application meets cer-
tain minimal formal requirements.5

Section 215 orders can be served on
U.S. citizens and may be based in part
on a person's First Amendment activi-
ties. No notice is provided to the person
whose records are sought. Indeed, the
party from whom the FBI obtained
records is prohibited under penalty of
law from disclosing to anyone, includ-
ing the subject of the request, that the
FBI made the request.6

These surreptitious searches of third
party records raise a number of issues
under the Fourth and Fifth Amend-
ments and the gag provisions raise First
Amendment concerns for the third par-
ties who have provided the records.
Librarians, university registrars, book-
store owners and others who have been
frequent targets of these requests have
been organizing to publicize the exis-
tence of Section 215 and to explore lit-
igation strategies. Litigation is particu-
larly difficult because the statutory
scheme does not provide for a challenge
such as a motion to quash a subpoena
issued under the Fourth Amendment.
Further, tine target of the search cannot
challenge the search unless the party
providing the records violates the gag
provisions of Section 215. In assessing
the potential harm of this section, note
that any entity' or person can be
required to disclose records. For exam-
ple, the ACLU or other advocacy orga-
nization could be forced to share its
membership lists.
Electronic Surveillance

A large portion of the USA Patriot
Act changes the rules of electronic
surveillance by amending the Electronic
Communications Privacy Act (ECPA)
and the Foreign Intelligence Surveil-
lance Act (FISA).7 For example, Section
209 amends ECPA to allow the seizure
of voice-mail messages on the same
basis as stored electronic messages.
Therefore, federal officers do not need
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to meet the more stringent require-
ments that apply to interception of live
telephone conversations.8 Under Sect-
ion 210, the government can require
communication service providers to dis-
close "means and source of payment for
such services (including credit card or
bank account numbers)."

Section 216 changes the regulation
of pen registers and tap and trace
devices. Pen registers have traditionally
been used to provide lists of phone
numbers to investigators without pro-
viding any content. Interceptions that
captured content were subject to the
more stringent requirements of the
wiretapping statutes. Prior to the USA
Patriot Act, the government was re-
quired to restrict recording and decod-
ing to "dialing and signaling informa-
tion used in call processing" so that
content information was fully protected.
Under Section 216, the government
will now be able to use a pen register or
tap and trace device to obtain website
addresses and e-mail addresses, al-
though such addresses contain content.
In fact, e-mail messages move together
in packets that contain both address
and content information. Section 216
also appears to authorize the use of
Carnivore, a system that intercepts and
examines all forms of internet activity.
Once installed, Carnivore will inter-
cept not only the communications of
targeted individuals, but all e-mail
messages, web page activity, and tele-
phone conversations that flow through
the internet. Although the FBI prom-
ises that it will use filters to weed out
information it is not authorized to see,
this system is ripe for abuse and there
is no provision for judicial or legisla-
tive oversight.

Single Jurisdiction Search Warrants
Section 219 amends Rule 41 (a) of

the Federal Rules of Civil Procedure to
authorize the government to go before
a single magistrate in any district in
which activities related to terrorism may
have occurred and to obtain a warrant
to search persons or property within or
outside the district.9 This means that
meaningful judicial oversight will be
very difficult. A person in California
who seeks to quash a warrant issued in
New York will have to travel to New
York in order to appear before die court
that issued die warrant, a daunting task
for most.

Sneak and Peak Searches and Delayed
Notice of Execution of a Warrant

Section 213 permits delayed notifica-

tion of the execution of so-called "sneak
and peek" warrants, which would other-
wise be impermissible under Rule 41(d)
of the Federal Rules of Criminal
Procedure. A "sneak and peek" warrant
is one that authorizes the government
to secretly enter (either electronically or
physically) to conduct a search, observe,
take measurements, conduct examina-
tions, take photos, copy documents,
download or transmit computer files
and depart without taking any tangible
evidence. In the absence of Section 213,
those executing the warrant must leave
a copy of the warrant and an inventory
of what they seized. Under 213, this
notice may be delayed until long after
the search is completed. This lack of
notice prevents the subject of the search
from bringing any objection before the
court in a timely manner and may
infringe on the Fourth Amendment
rights to be free from unreasonable or
warrantless searches.

Immigration Laws
The USA Patriot Act makes a num-

ber of changes to immigration law.
Section 411 defines factors that make an
alien ineligible for admission to United
States. No one may be admitted who
has engaged in terrorist activity, includ-
ing soliciting on behalf of a terrorist
organization or providing material sup-
port to a terrorist organization. An indi-
vidual who uses his or her place of
prominence to endorse, espouse, or
advocate for terrorist activities or orga-
nizations is not admissible. The spouse
or child of any inadmissible person is
likewise inadmissible. But what is a ter-
rorist organization? For purposes of this
section, a terrorist organization is not
only an organization that engages in ter-
rorism, but also any organization that
provides material support to a terrorist
organization. Here we see the same sec-
ond and third order effects that we saw
above under the domestic terrorism def-
initions. Someone who gave money to
an organization that gave money to an
organization that provided material sup-
port for terrorism may be declared inad-
missible.

Under Section 412 of the USA
Patriot Act, the Attorney General may
detain alien suspects for up to seven
days without initiating deportation or
criminal proceedings merely by certify-
ing that the detainee is suspected of ter-
rorism, espionage, or sedition, or is oth-
erwise deportable or inadmissible. Once
those proceedings are initiated, the
Attorney General must review the certi-

fication every six months. The Attorney
General's certification is subject to
review only under a writ of habeas cor-
pus to the federal courts and can be
appealed only to the U.S. Court of
Appeals for the District of Columbia.10

What this means in practice is that any-
one who is even suspected of falling into
the rather loose categories outlined
above may be detained, certainly for
seven days, and perhaps indefinitely.
Since September 11, large numbers of
individuals have been detained, many of
them under this provision. The Justice
Department has steadfastly refused to
provide any information regarding these
detentions, declining even to disclose
the number of detainees. Instead, they
have closed all immigration hearings to
the public.

Non-citizens report that they are
fearful of any encounter with law
enforcement and are reluctant to report
crimes, even when they are the victims.
Some have reported that they will not
engage in anything as simple as fighting
a traffic ticket for fear that they might be
accused of something worse. Many
members of immigrant communities
keep a low profile and are so reluctant
to engage with law enforcement officials
that they are unlikely to provide needed
information about activities the govern-
ment should investigate.

Patriot II
Recently, new draft legislation has

surfaced. This new legislation has not
been introduced to Congress, but has
been circulating on Capitol Hill.
Among its more controversial provi-
sions it would make it easier to obtain
FISA warrants, which will be available
for investigation of "unaffiliated individ-
uals" even if they are not tied to any ter-
rorist organization. It would permit the
government to bypass the FISA court in
some instances and conduct warrantless
wiretaps and searches. It would create a
new category of "domestic security
surveillance" that would permit elec-
tronic eavesdropping under looser stan-
dards than those that apply to criminal
investigations. It would give the govern-
ment secret access to credit reports. It
would allow the government to access
records available under Section 215 of
the USA Patriot Act even for investiga-
tion of domestic crimes. It would allow
the government to strip the citizenship
of any American who provides support
to a group designated by die Justice
Department as a terrorist organization.
It would cancel state and federal court
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orders that prevent local law enforce-
ment agencies from spying on commu-
nity activists. It would create a DNA
database of "suspected terrorists"
which would provide for the voluntary
taking of DNA samples from persons
who have neither been charged or con-
victed of any crime. Failure to comply
with "voluntary" sampling would be a
crime.

Public criticism of the USA Patriot
Act has come from all corners of the
political spectrum, including well-
known political conservatives such as
former Congressman Dick Armey,
Grover Norquist of Americans for Tax
Reform, Ken Connor of the Family
Research Council, and Paul Weyrich of
the Free Congress Foundation.
Criticism of Patriot II by a wide variety
of voices has also been loud and swift,
causing the Justice Department to dis-
tance itself from the draft legislation,
claiming that no one in a position of
authority had any input. Perhaps public
opinion will be strong enough to pre-
vent Patriot II from being introduced
in Congress.
Conclusion

The USA Patriot Act rolls back many
of the protections that were enacted
into law in response to government
abuses of power — the Palmer Raids of
the 1920s in which thousands of Italian
immigrants were illegally detained,
the mass internments of Japanese
Americans during World War II, the
excesses of McCarthyism, and the abus-
es of domestic intelligence against civil
rights activists and war protesters in the
1960s. Ultimately, it would be wise to
remember that history teaches that
government can be a powerful threat to
liberty, personal security, and even life
itself. By giving the government vast
new powers under the USA Patriot Act,
we are not simply "making ourselves
safer." We are paradoxically making
ourselves less safe. We continue to
require protection from a government
that can take our liberty, property,
livelihoods and lives arbitrarily if
Constitutional norms are not respected.
We can be both safe and free under the
Constitution. Without it we are neither
safe nor free. •

Footnotes:
References available upon request. Contact
editorial@mediatwo.com.
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Erin Daly

ILEX THE SUN SHIP

TME WAR ON TERROR!:
it

n our system of government, the people hold the
sovereign power. It is the people who decide who their
leaders will be, and it is the people to whom the leaders
are accountable. But how can we exercise the rights and
responsibilities of citizenship witiiout ample information
about the workings of government? As Madison once
wrote about the importance of public schools, "A pop-
ular Government, without popular information, or the
means of acquiring it, is but a Prologue to a Farce or a
Tragedy; or, perhaps both. Knowledge will forever

govern ignorance: And a people who mean to be their own
Governors, must arm themselves with the power which
knowledge gives."

Throughout the Supreme Court's First Amendment
jurisprudence, it has recognized die importance of this funda-
mental principle: the central meaning of the First Amendment
is that the people must have access to information about pub-
lic officials and official policies and tiiat government suppres-
sion of information not only violates the First Amendment,
but interferes with the basic premise of popular sovereignty.
"An informed public is the most potent of all restraints upon
misgovernmentf.]" Grosjean v. Am. Press Co. (1936).

Thus, it is often said that sunshine is the best disinfectant
— that a government that operates openly operates cleanly.
Open meetings laws, public disclosure laws, and freedom of
information laws all operate on this premise. See e.g. 5 USC
§552b "Open Meetings" (Added Sept. 13, 1976, P.L. 94-
409, 90 Stat. 1241); 5 USC §552 "Freedom of Information
Act (FOIA) (Amended Nov. 21, 1974, P.L. 93-502, 88 Stat.
1561, 5 USCS § 552); Federal Election Campaign Act (2
USC §§ 431 et seq. (Amended 1976)).

Many of the policies of the current administration are in
tension with the tradition of exposing government actions to
light. In the last few years, we have seen changes in the law
and administrative policies that, in the aggregate, indicate an
inclination toward secrecy has become a leitmotif of the
administration. Some of these new initiatives are necessitated
by genuine concern about national security in the wake of
September 11; others are not even facially related to the threat
of terrorism, but seem justified simply by a preference for
secrecy over openness.
An Enlightened Citizenry

Because freedom of speech is integral to a free democracy,
the Supreme Court has consistently recognized that political
speech is at die "core" of die First Amendment. To diat end,
it has protected all manner of otherwise unappealing speech
— from defamation to lewd cartoons to flag burning — in

order to ensure that die public has full access to a range of
information and commentary about the government. Two
celebrated cases may suffice to make die point.

In New York Times v. Sullivan (1964), the Court consid-
ered the Montgomery Alabama police commissioner's
defamation claim against the New York Times "against the
background of a profound national commitment to the prin-
ciple that debate on public issues should be uninhibited,
robust, and wide-open, and that it may well include vehe-
ment, caustic, and sometimes unpleasantly sharp attacks on
government and public officials." It ruled, therefore, diat
before a government official could recover damages for
defamation about his official conduct, he needed to prove not
only diat the publication was false and defamatory but diat
die defendant had acted with knowledge of die statement's
falsity or with reckless disregard of its truth or falsity. The
purpose of erecting this almost impossibly high barrier to
recovery was precisely to shield newspapers from die specter
of crippling defamation suits — to give the First Amendment
the "breathing space" it needs to survive. Had Sullivan won
his half-million-dollar damage award, newspapers would be
significandy more cautious in disseminating even truthful
information about government officials; the people would
have significandy less information on which to base die exer-
cise of dieir citizenship rights and duties.

The Court hewed die same line in a case involving die
publication of the "Pentagon Papers." In that case, the New
York Times had obtained just under half of the 47-volume
study of die Viet Nam War, researched and written by
Pentagon officials themselves. Upon seeing the first two
installments of the report featured on die front page of die
Times, dien Attorney General John Mitchell telegrammed the
Times (and die Washington Post which was also embarking on
its own publication of some of the Pentagon papers), and
insisted diat die newspapers desist from any further publica-
tion of die report. An ornery press refused and die govern-
ment forced die issue in court against both newspapers. With
diree justices dissenting, a majority of die Supreme Court
held only two weeks later that the government had failed to
overcome the heavy presumption against prior restraints. New
York Times v. United States (1971).

The case is remarkable and continues to be relevant
because it so clearly raises the question diat the government
is wresding witii today: how much secrecy can the First
Amendment tolerate when national security seems to be at
stake? In die New York Times case, the government tried to
stop die publication of information about an ongoing war.
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Another aspect of secrecy is the
refusal to disclose information that by
law should be disclosed. On October 12,
2001, Attorney General Ashcroft issued
a Memorandum that warned that a deci-
sion to disclose information protected
under the Freedom of Information Act
should only be made after "full and
deliberate consideration" of the counter-
vailing interests that could be implicated
by disclosure. The Memorandum went
on to assure agency officials that deci-

1 bns to withhold information under the
, leedom of Information Act would be

rfended in court "unless they lack a
•und legal basis or present an unwar-
nted risk of adverse impact on the abil-
' of other agencies to protect other
lportant records." (Available at
tp://www.fas.org/sgp/foia/ashcroft.
ml). The Memorandum's reach is not
nited to those records that have a
:monstrated relation to national secu-
y but applies broadly to all FOIA
quests. This departs from the practice
d letter of FOIA which requires dis-
jsure of covered records, regardless of
:ed, unless there is a particular reason
ly disclosure would be harmful for
ecified reasons.
In March 2003, President Bush

med an Executive Order that, accord-
g to Steven Aftergood of the Secrecy
oject of the Federation of American
ientists, includes "several changes
iding in the direction of greater secre-
," although he notes that the order
>es not change the basic structure of
issification and declassification in
rect since the Clinton administration,
le changes the Executive Order does
ike include: 1) eliminating the pre-
mption of declassification or of lower
issification level in cases of "significant
iubt"; 2) requiring training on "the
minal, civil, and administrative sanc-
ms that may be brought against an
dividual who fails to protect classified
brmation from unauthorized disclo-
re"; 3) postponing automatic declassi-
ation for an additional three years;
d 4) permitting the reclassification of
'Cuments that have already been made
blic, among other things. ("Further
nendment to Executive Order 12958,

Amended, Classified National
curity Information," March 25,
03). While the Order refers by name

"national security," its content
tends to all classified materials,
;ardless of their nexus to national
:urity. For instance, a narrower order
ght have required a higher level of

classification in cases of significant
doubt only where the record in ques-
tion bears directly on national security.

This new policy supplements
Executive Order 13,233 ("Further
Implementation of the Presidential
Records Act," November 1, 2001)
which changed the rules governing dis-
closure of presidential papers. Under
federal law, outgoing presidents could
protect their papers from disclosure for
up to 12 years after they left office;
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Throughout the Supreme Coui
jurisprudence, it has recognized the in
mental principle: the central meaning <
is that the people must have access to;
lie officials and official policies and th
sion of information not only violates
but interferes with the basic premise-
"An informed public is the most pote
misgovernmentf.]" Grosjean v. Am. P,

Thus, it is often said that sunshine
— that a government that operates <
Open meetings laws, public disclosur
information laws all operate on this j
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Many of the policies of the currei
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light. In the last few years, we have 5
and administrative policies that, in th<
inclination toward secrecy has become a leitmotif of the
administration. Some of these new initiatives are necessitated
by genuine concern about national security in the wake of
September 11; others are not even facially related to the threat
of terrorism, but seem justified simply by a preference for
secrecy over openness.
An Enlightened Citizenry

Because freedom of speech is integral to a free democracy,
the Supreme Court has consistendy recognized that political
speech is at the "core" of the First Amendment. To that end,
it has protected all manner of otherwise unappealing speech
— from defamation to lewd cartoons to flag burning — in
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tion of the report. An ornery press refused and the govern-
ment forced the issue in court against both newspapers. With
three justices dissenting, a majority of the Supreme Court
held only two weeks later that the government had failed to
overcome the heavy presumption against prior restraints. New
York Times v. United States (1971).

The case is remarkable and continues to be relevant
because it so clearly raises the question that the government
is wrestling with today: how much secrecy can the First
Amendment tolerate when national security seems to be at
stake? In the New York Times case, die government tried to
stop the publication of information about an ongoing war.
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