L ¥

=N -l el =1~ =1 o - 1 i - = oo~ o DD OT OO

4 =
—olES OO OO e OO O T Tt Sorooe o

& [ 1 __

L= O - - OO O T T T OO O T O r O T OO0 0O~ iR e O v

R N R T U - P e W e e R

di_ More

o

—

Or-Or OO v v v 2t us d

¥, 2 D D v = D = D DD D D v v v D D v O S e v
L = OO0 rOrorOOrrrr OO 00000 v e
.

DT T=0 v

gy

)
1
7
1

R TRt d-T-R - -k - .
U1Uﬂ1ﬂ.101.ﬂ1ﬂm e

NINTER 2016-201

I
“"-f"-.

1]

1

]
0

1
(1]

1
(1]
1
1]
1]
1
(1]

1
(1]
1
0

1
0

1

Y“

0

1
S,

Device

0

e rrr oo

vo:,.umléyég'o NUMBER 4

$3:00 ¢ Wi

1
1
1
i
0
1
0
1
0
0
1
0
a
U}
1
1
1
0
1
0
1
)

']
hg
]}

1

0
|

0
| 1
:

-

]

1

1

i
10

1

RfOUNDf«TION

ow Competence Requirements Affect Your Practice

il & Courtroom Technolo

B = = S . 3 - £ wJ1hul Llaﬂﬂj1muﬂe.ﬂ.1hUInU.PU1.ﬂU =TI TS
= - - b. R 5 - -
T - -0 < B e .
=

CQ'lON & THE
M
0
1
i
]I
0
]

O OOy v O CEREEEE T X T

fon -

0
RE BAI

D e:Mal
?f'

4 R 1 — = © © © - - =
i T wﬂl O — OO Y= .LH.....J.:..l.....,..ﬂ.l.. e L= .1.Iu_1ﬂ.i¢:U1.H._EE —Er=1:
= 4 - saneli " —
s -rrrOoSrr - S Ea S EEE RN JCC o oo = =
guﬂnﬂgﬁﬂuii ﬂﬂvu]uﬂwnalLSWh

. .4-
Lot = =N =] __..._U_-ymu..l_ﬂﬁu_-lﬂ _-ldlu_alun_‘.ﬂ..nn SO OO0 O =
-

=D e dp o e b v (

' APUBL

éd’jiaj

romise D_Qta S
i
1

1
mp
U
1 i

g o W o CTOroororor
o arorar-or

T OO O - O OO T O DG T T T OO0 O™ C

* Social M

S Qo rOroOrorEr oD TR O o000 oo DT D

e e D= D = O3 v O v O

= _New}hreats Co
1
0
Illl‘l ‘IA 1 I
1
(]
4

» E=Eod=L =R o l=R=000 = _

730
%00 0
0 . 1J

oo eE) R Yy N
O T oML =8 =%= O i ¥

)40 140 0f
0 o1

0

0

] 141
I1g 1240



LET US CATER TO YOU

Janssen’s Market offers customized, full-service catering, event
planning, party rentals, floral arrangements, and more. From
breakfast and lunch for 6 to a cocktail party for 50, we can deliver
all of your needs to the office, hotel, or wherever you are working!

Contact our catering director today at 302.654.9941 x3

3801 Kennett Pike ¢ Greenville, DE 19807
www.janssensfinefoods.com
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Specializing in
Tax Planning and
Compliance for
Trusts, Estates,
and Individuals
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AWYER BUSINESS PROFHILES
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Ted Carlson, Gunnip & Company LLP

Bringing more than 30 years of experience dealing with trust, estate, gift

and personal income tax issues, Ted recently joined Gunnip & Company.

Ted feels that he brings the most value by frequently collaborating with

Trust and Estate attorneys on the implementation of a client’s estate plan.

What lead you to accounting?

I have always been fairly quick with
numbers and solving problems. The
balancing of debits and credits made
sense. I quickly gravitated towards
taxation and have concentrated on that

my entire career.

What are the biggest changes
you have seen the last 30 years?
What has not changed during
that time?

The 1986 Tax Act which was a major
overhaul that happened right at the
beginning of my career, and the
advancement of computer technology.
The thing that has never changed is
that debits must equal credits.

You have worked with many
attorneys and law practices.
What do you enjoy about these
relationships?

I enjoy having in depth conversations
in order to leverage each other’s

Experience + Longevity

Dependability to help you build a secure foundation.

Business Tax Planning and Preparation « Audit, Review and Compilation Services
Trust, Estate and Gift Taxes « Individual Tax Planning and Preparation
Bookkeeping, Payroll and Controllership Functions
Nonprofit, Government and EBP Audits

Gunnip&company ;o

Certified Public Accountants and Consultants

expertise in order to solve problems.
It is very rewarding when you devise a
plan, implement it, and then watch it
work, correctly.

What support can you provide a
Trust and Estate Attorney?

There are several ways to complement
an attorney’s services with our expertise.
I can provide support and guidance for
client’s estate, trust, gift, and transfer
tax plans. I also enjoy working with the
attorney and the executor to help them
understand the income tax process. 1
believe in planning early, revisiting the
plan regularly and not defending the
status quo.

What might your clients be
surprised to know about you?

I am not just a tax geek; I enjoy driving
my Corvette, fairly quickly.

EXPERIENCE IS THE DIFFERENCE®
302.225.5000 | GUNNIP.COM
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Sheraton Suites is |
where colleagues W Sheraton

SUITES
WILMINGTON

Bring the best minds together in our DOWINTOWHN
Full-Service Legal Suites & Meeting Facilities. Amenities:
Located in downtown Wilmington within minutes
of the Courthouse, the beautiful Wilmington
Riverfront & Amtrak Station. Easily accessible to
the I-95 Corridor and the Philadelphia Airport.

« 223 Spacious Suites
« 7,600 SF of Flexible
Meeting Space

* Customized Catering

We are the experts in handling all Mock Trials. Menus. )

'The Sheraton Suites offers 3 fully furnished * On-Site Parl'{mg

Legal Office Suites with 3,900 SF that feature: * Shuttle Service

21 Workstations « Voicemail & T-1 Connections e - Full Service Restaurant
LAN Network Capabilities « 2 Conference Areas e & Lounge

Storage Space « Built-in Kitchen Areas » Indoor Pool &

Fitness Center
[ Sheraton.com/suiteswilmington

/ﬁl 422 Delaware Avenue Wilmington, DE 19801 © 2016 Starwood Hotels & Resort Worldwide, Inc. All Rights

. . Reserved. Sheraton and its logo are the trademarks of
P 3025768040 | E ltreu@sheratonwﬂmmgton.com Starwood Hotels & Resorts Worldwide, Inc. or its affiliates.



LIKE A GOOD WINE, KRESTON’S
HAS THE BENEFIT OF AGE ; 7

K..;

KRESTON

WINE & SPIRITS
Same Family, 4 Generations, Since 1933

meEEsSTToRE Best Service. Best Selection. Best Price.

904 Concord Ave. (Concord & Broom) Middletown Crossing Shopping

Open 7 days a week Open 7 days a week
302.652-3792 302.376-6123

www.krestonwines.com

BriggsAuction.com
B R I G G S 1347 Naamans Creek Road
ICTION, Garnet Valley, PA 19060
S [ N L] E 19 3 2 610.566.3138

Comprehensive Estate Liquidation Services
SPECIALIZING IN LOCAL ESTATES FOR 85 YEARS

WEEKLY ESTATE AUCTIONS
FINE CATALOG & SPECIAL COLLECTIONS

ESTATE APPRAISALS | REAL ESTATE AUCTIONS

Reichert Estate, Wimington, DE
Sold for $800,000
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Delaware Back Pain
& Sports Rehabilitation Centers

| Depend onus to get you better faster.

]
og
™
-
<

BOARD-CERTIFIED PHYSICAL MEDICINE & REHABILITATION SPECIALISTS,
INTERVENTIONAL PAIN MANAGEMENT SPECIALISTS, AND CHIROPRACTIC CARE

Physical Medicine & Rehabilitation/EMG  Physical Medicine & Rehabilitation/EMG/ Chiropractic Care
Barry L. Bakst, D.O., FAAPMR Certified Brain Injury Medicine Kristi M. Dillon, D.C.
Craig D. Sternberg, M.D., FAAPMR Anne C. Mack, M.D., FAAPMR Brian S. Baar, D.C.
Arnold B. Glassman, D.O. FAAPMR Marjorie E. Mackenzie, D.C.
Stephen M. Beneck, M.D., FAAPMR Interventional Pain Management Adam L. Maday, D.C.
Lyndon B. Cagampan, M.D. FAAPMR Pramod K. Yadhati, M.D. Scott Schreiber, D.C., DACRB
Jeffrey S. Meyers, M.D., FAAPMR Interventional Plan Management/PMR/EMG Mark Farthing, D.C.
Rachael Smith, D.0., FAAPMR Hetal Patel, D.C., FIAMA

Pain Management Counseling

Kartik Swaminathan, M.D., FAAPMR Ty Harmon, D.C.

Irene Fisher, Psy.D. Jennifer Walder, D.C.

Unique Services Include: Certified Brain Injury Medicine e Platelet Rich Plasma Therapy (PRP) ® Acupuncture ® EMG/NCS
Ultrasound Guided Musculoskeletal Injections ® Prolotherapy e Anti-Gravity Treadmills ® Cold Laser Therapy ® QFCEs
Rehabilitation Therapy e Psychology/Pain Management Counseling

ACCEPTING NEW MOTOR VEHICLE & WORKERS’ COMPENSATION CASES
DEPARTMENT OF TRANSPORTATION PHYSICAL EXAMS
Workers’ Comp Certified Providers & Private insurances accepted

www.delawarebackpain.com GEI:IEM

2006 Foulk Road, Suite B, Wilmington, DE 19810 e 302.529.8783 e Fax-302.529.7470
700 Lea Boulevard, Suite 102, Wilmington, DE 19802 e 302.764.0271 ¢ Fax-302.762.4076
87 Omega Drive, Building B, Newark, DE 19713 ¢ 302.733.0980 ¢ Fax-302.733.7495

2600 Glasgow Avenue, Suite 210, Newark, DE 19702 ¢ 302.832.8894 ¢ Fax-302.832.8897
NEW!!! 124 Sleepy Hollow Dr., Ste. 204, Middletown, DE 19709 ¢ 302.376.8080 e Fax-302.378.1684

29 N. East Street, Smyrna, DE 19977 e 302.389.2225 ¢ Fax-302.389.1003

200 Banning Street, Suite 350, Dover, DE 19904 ¢ 302.730.8848 ¢ Fax 302.730.8846




EDITORS’ NOTE

Kevin F. Brady and Richard K. Herrmann

ardly a day goes by without a
news story about a data breach
or a cyberattack. This past year
was hyperactive with notorious
hacks ranging from the attack on
the Democratic National Commit-
tee’s email server, W-2 information
Lo . ‘7 10»
at federal agencies including the PhZSthﬂ emails
Federal Insurance Deposit Corpo-
ration, the Department of Home-
land Security and the Internal Rev-
enue Service, as well as healthcare organizations and social
media sites like LinkedIn.

This is an unsettling time for individuals and corporations
when it comes to data privacy and security issues — and the bad
news is that things are getting worse. According to the Identity
Theft Resource Center, there were almost 1,000 reported se-
curity breaches in 2016, exposing over 35 million records (that
number does not include breaches that did not report the num-
ber of records that were compromised or undiscovered breaches).

From 2015 to 2016 there was a 300% increase in the num-
ber of ransomware attacks (including attacks on Delaware law
firms) and that trend shows no signs of slowing down. These
stories cause anxiety and even panic in all of us. While attacks
are becoming more innovative, invasive and sophisticated,
some of the most successful attacks are quite simple.

What should we do? How can we protect ourselves? Attack-

“Hackers find more success with
organizations where employees are
under appreciated, over worked and
under paid. Why would anyone in

an organization like that care enough
to think twice before clicking on a

— James Scott, Sr. Fellow,
Institute for Critical Infrastructure Technology

ers are likely to continue to use so-
cial engineering and social networks
to target sensitive roles or individu-
als within an organization and seek
to obtain their data. Social media
and endpoint computing devices
like smartphones and tablets will re-
main the weak spots in many orga-
nizations’ security structure.

The near-term growth of the
“Internet of Things” with robots,
drones and autonomous vehicles will only increase the dangers
of cyberattacks. Machine learning, artificial intelligence, virtual
and augmented reality, intelligent apps — the list goes on and
on. From a personal standpoint, how can you protect your data?
From a legal perspective, how can you protect your clients’ data?

What follows in this edition of Delaware Lawyer is an ex-
ploration by members of the Delaware Supreme Court’s Com-
mission on Law & Technology of how pervasive cybersecurity
issues can be. We hope that this foray into the minds of cyber-
criminals, hacktivists and terrorists will be of value to every
member of the Delaware Bar in terms of maintaining privacy
and protecting client confidences.

B 7 ey R

Kevin F. Brady Richard K. }‘errmann

L

The Delaware Bar Foundation is pleased to announce

THE BRUCE M. STARGATT
LEGAL ETHICS WRITING COMPETITION

In keeping with Bruce Stargatt’s keen interest in legal writing

the ethical practice of law, we invite papers concerning ethical issue

in the practice of law. Beyond this general description, the precise issue
to be dealt with is at the author’s discretion.

Please visit www.delawarebarfoundation.org/stargatt-writing-competition

DELAWARE BAR
FOUNDATION

for additional details including eligibility requirements and submission date.
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CONTRIBUTORS

THE DELAWARE SUPREME COURT COMMISSION ON LAW AND TECHNOLOGY

This issue of Delaware Lawyer has been a collaborative effort of the entire Commission, the members of which are briefly

listed below. Each is a member of one or more of the following Working Groups: The Bench Perspective, Data Security,

Mobile Technology, Basic Skills, Social Media, eMail, eDiscovery, Courtroom Technology and The Cloud.

COMMISSION MEMBERS

The Honorable James T. Vaughn, Jr.

is the Supreme Court Liaison to the Commission.

Justice Vaughn was appointed Resident Judge in Kent County
of the Superior Court of Delaware in 1998, President

Judge of the Superior Court in 2004 and Justice of

the Supreme Court in 2014.

The Honorable J. Travis Laster

was sworn in as Vice Chancellor of the Court of Chancery
in 2009. Prior to his appointment, he was one of

the founding partners of Abrams & Laster LLD.

The Honorable Eric M. Davis

became a Judge of the Superior Court in 2012.

He previously served as a Judge on the Court of Common
Pleas of Delaware, beginning in 2010.

The Honorable Michael K. Newell

was appointed Chief Judge of the Family Court in 2015.
Prior to his appointment, Chief Judge Newell served

as a Family Court Judge since 2004.

The Honorable Kenneth S. Clark, Jr.
was appointed to the Court of Common Pleas in 2000.

Kevin F. Brady
is Of Counsel with Redgrave LLP.

Vincent M. Catanzaro
is Of Counsel with Shook Hardy and Bacon.

Diane M. Coffey
is a partner of Marc J. Bern & Partners LLD.

Margaret M. DiBianca
is Counsel with Young Conaway Stargatt & Taylor, LLD.

Ann Shea Gaza
is a partner with Young Conaway Stargatt & Taylor, LLD.

Douglas D. Herrmann
is a partner with Pepper Hamilton LLDP.

Richard K. Herrmann

is a partner with Morris James LLD.

Bruce E. Jamison
is a director of Prickett, Jones & Elliott, P.A.

Brian S. Legum
is an associate of Kimmel, Carter, Roman, Peltz & O’Neill, P.A.

Sean P. Lugg
is State Prosecutor for the Delaware Department of Justice.

Steve Martin
is the Chief Information Officer of
Potter Anderson Corroon LLD.

George A. Massih, I
is Chief Legal Office and General Counsel of
Corporation Service Company, Inc.

Edward J. McAndrew
is a partner in Ballard Spahr LLD.

Ryan P. Newell
is a partner in Connolly Gallagher LLP.

The Honorable Donald F. Parsons
is Senior Counsel with Morris Nichols Arsht & Tunnell.

Gilbert L. Pinkett
is Chief Information Officer at Maron Marvel Bradley
Anderson & Tardy LLC.

The Honorable Henry DuPont Ridgely
is Senior Counsel with DLA Piper.

Thomas Russo, Jr.
is President of DocLegal.

Thomas L. Sager
is a partner in Ballard Spahr LLD.

Rodney A. Smolla
is the Dean of Delaware Law School.

William S. Stone
is Chief Information Officer at Morris James LLD.
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The Data Security
Leading Practice Group

It's Ready,
oet, G0
Gyber Threats

As data security
breaches escalate,
atforneys develop
strategies to minimize
risk, protect client
confidentiality and
deal with the worst
scenarios.
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Political campaign hacks, where the other shoe seems to keep dropping. ‘In-

ternet of Things’ botnet attacks, where the Internet goes dark on the East

Coast. Data breaches that dwarf those of days past in size, scope and impact.

Cleverly spoofed emails that trick others into dispersing funds or disclosing

confidential data. Thousands of ransomware attacks daily that reduce data

and devices to cyber bricks.

or lawyers in organizations of all sizes,
F2016 may be remembered as the year in

which cyber threats broke into public
view. The largest data breach (by amount
of data lost) now belongs to a law firm,
and is simply known as “The Panama Pa-
pers.” Hackers openly discussed targeting
large firms on underground forums.

Some firms — large and small — public-
ly acknowledged suffering data breaches
and other cyber incidents. Some became
embroiled in litigation tied to cybersecu-
rity issues. Others saw employees pros-
ecuted for insider data theft or investigat-
ed as a result of leaked data. At least one
boutique cited cybersecurity concerns as
a reason for merging with a larger firm.
More and more lawyers received ques-
tionnaires and audit requests from clients
concerned about cybersecurity.

In-house counsel have their hands full
as well. According to Kaspersky Labs, 90

percent of businesses have experienced a
cyberattack. The Ponemon Institute has
pegged the global average cost of a data
breach at $4 million, excluding regulato-
7y, legal and reputational costs. Despite it
all, many firms and in-house legal depart-
ments cite “data security” as a hot, new
practice area.

Whether one plays the role of client,
counsel or both, these trends are impact-
ing all organizations and lawyers. Confi-
dentiality and discretion in handling a cli-
ent’s most pressing and sensitive matters
is our stock in trade. Unfortunately, con-
fidentiality and discretion are under cyber
assault — as destroying reputations, alter-
ing business and legal strategies, disrupt-
ing operations and eroding public confi-
dence have joined illicit financial gain as
primary objectives of cyber actors.

The most pressing question in our
new cyber reality is not if, when or who,



but what threat comes next?
A Shifting Landscape for In-house
Counsel

Among the expanding list of issues
facing the general counsel today, data
security has become a chief concern for
their corporations and boards of direc-
tors.! This threat has placed in-house
counsel at the center of a virtual war on
a new battlefield. Yet, unlike traditional
legal risks to the corporation, attacks on
the company’s infrastructure and data re-
quire new, multi-dimensional and techni-
cally sophisticated defenses.

What makes security so unique and
difficult to address is the ever-evolving
nature of attacks and breaches, creating a
moving target that calls for expertise be-
yond the legal department, including IT,
human resources, communications, pro-
curement and often expert consultants. A
breach of any system can set oft'a chain of
events, leading to regulatory disclosures
and an investigation, litigation risk and a
public relations problem that can severely
damage the company’s reputation.

New attacks combine technology and
social engineering to impact every com-
pany employee, vendor and customer.
Indeed, commercial contracts are now
replete with voluminous and often bur-
densome terms to review and negotiate.
To counsel the corporate client, the in-
house attorney must understand not only
the meaning of these new requirements,
but also whether the company can techni-
cally satisfy the specific provisions of such
agreements.

Because many companies both utilize
and serve as vendors, data security be-
comes a two-way street. In-house coun-
sel must be engaged in the company’s
own security as a prerequisite to new
business generation, while managing the
security risk posed by vendors and other
third parties.

Good Housekeeping

As is often the case, in-house coun-
sel is in the best position to coordinate
the requisite resources and talent to ad-
dress the risk. While attacks on security
are inevitable and frequent, the corporate
attorney can be part of the solution to
avoid or mitigate breaches and liability.
This begins with creating and manag-

What makes security
so unique and difficult
to address is the ever-
evolving nature of
attacks and breaches,
creating a moving target
that calls for expertise
beyond the legal
department.

ing a strong internal information security
program and a robust vendor manage-
ment program.

The in-house counsel can lead or be a
part of an interdisciplinary security team
to establish policies, procedures and in-
cident response/communication proto-
cols. Training of employees has become
critical to raise awareness of the myriad
traps set by cybercriminals, including
spoofed, or fraudulent email requests for
information.

The same contract requirements of
the company’s customers must be con-
sidered when dealing with vendors. It is
best to have the IT department or out-
side experts establish formal standards for
vendors and an annual audit and review
program for significant partners.

Counsel must also develop an under-
standing of the insurance policies related
to cybersecurity, to tailor the right pro-
tection under the company’s risk manage-
ment program.

Finally, in-house counsel should play
a key role in cyber incident response,
where a cyber incident creates significant
legal, business or reputational risk for the
company.

Rising Expectations

Outside counsel is a key ally in address-
ing cyber risk and crafting solutions. But
there is also an expectation that the law
firm will be as compliant with data secu-

rity best practices as the corporation. In
a number of industries, that expectation
is being codified as regulation. A recent
ALM Intelligence Report on law firm cy-
bersecurity noted that more than 70 per-
cent of firms reported increased pressure
from clients to improve data security.?
This requires a proactive approach and in-
vestment in the systems to combat attacks
and ensure that the law firm’s own data
management does not become a security
threat to the corporation.

Moreover, the in-house counsel looks
to its outside attorney as an advisor
to suggest preventative measures and
mitigate the impact of an attack. This
places a premium on the lawyer to better
understand the client’s business and
potential vulnerabilities. The in-house
counsel is looking for more than the
statutory requirements that arise when a
breach occurs. To navigate the security
minefield successfully, both in-house
and outside counsel must collaborate
and anticipate varying types of events to
develop protocols well before an incident
takes place.

When such cyber incidents do occur,
in-house counsel works with external
counsel to manage any crisis, investigate
and remediate the incident, and minimize
legal, regulatory and other exposures that
flow from the incident.

The Impact on Private Lawyers

For private lawyers, data security pres-
ents both additional obligations and busi-
ness opportunities. The obligations are
cthical and legal, and they flow from the
attorney-client relationship and our own
business operations. The opportunities
to provide legal services relating to data
security grow by the day, and good cyber-
security practices are becoming a business
differentiator in all areas of practice.

Competence (Rule 1.1)

Historically, “competence” — the first
substantive rule in the Delaware Lawyers
Rules of Professional Conduct (Rule 1.1)
— referred primarily to the lawyer’s sub-

D

stantive knowledge of her area of practice,
hence Rule 1.1’s expression that “compe-
tent representation” requires “the legal
knowledge, skill, thoroughness and
preparation reasonably necessary for the
representation.”

WNTER 2016/2017 DELAWARE LAWYER 9
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Recent advances in technology, how-
ever, have fundamentally changed the
way lawyers deliver services to their
clients and others. Lawyers now have
countless ways to communicate, store and
share documents, via smart phones, cloud
computing, offsite data storage and vari-
ous e-discovery-related platforms.

With such conveniences, though, law-
yers must educate themselves regarding
the benefits and risks of using particular
technologies in their practice, as today’s
lawyer can, with the click of a button,
both enhance her relationship with a cli-
ent or jeopardize the success of an en-
tire matter. Even lawyers resistant or re-
luctant to using particular technologies
must become aware of how technology
is affecting their practice area so as to
keep up with the lawyers around them
and those they supervise.

Confidentiality (Rule 1.6)
A hallmark of our profession, en-
shrined in Rule 1.6, is that a lawyer “shall

Lawyers and legal
organizations should
adopt, and periodically
review and update,
global data security
policies tailored to their
organization’s (and
clients’) particular
needs and risks.

not reveal information relating to the
representation of a client unless the client
gives informed consent, the disclosure
is impliedly authorized in order to carry

out the representation, or the disclosure
is permitted” under certain exceptional
circumstances. Today, that means lawyers
make themselves aware of and actively
counteract (to the extent possible) the
evolving threats to confidentiality stem-
ming from the advances in technology
the lawyer takes advantage of, whether
concerning transmission or storage of
confidential information.

There is no single, correct way to miti-
gate the evolving security risks. Lawyers
and legal organizations should therefore
adopt, and periodically review and up-
date, global data security policies tailored
to their organization’s (and their clients’)
particular needs and risks.

For further information, the Commis-
sion has published its General Principles
of Data Security Planning, which high-
lights leading practices in maintaining
and improving a lawyer’s data security:
http://conrts.delaware gov/declt/blogspot/
datasecurvitygeneralprinciples.aspx

-
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Communication (Rule 1.4)

Each matter is the client’s property,
not the lawyer’s. Hence, Rule 1.4 —
Communication — requires, generally, a
lawyer promptly to inform the client of
“any decision or circumstance” requiring
the client’s informed consent, reasonably
consult with the client regarding how
to achieve the client’s objectives, keep
the client reasonably informed about
the status of the matter, and “promptly”
comply with reasonable requests for
information.

Today, the ubiquity of smart phones,
tablets and other mobile devices has pro-
foundly changed the communication
expectations of lawyers and their clients:
seemingly gone are the days when “out
of the office” meant unreachable. As with
other ethical obligations, lawyers should
assess (and likewise establish expecta-
tions) on a client-by-client basis what
“prompt” means and what type and fre-
quency of communication regarding a
matter is appropriate.

Supervising and
managing atforneys
should be technology
leaders, aware of what
technologies the firm
and its service providers
are using, and what
risks those
technologies pose.

In addition, lawyers must evaluate
what risks certain types of communica-
tion (e.g., e-mail, text messaging) may
pose and balance against those risks the

needs of each matter (including main-
taining confidentiality) and the client’s
expectations.

Supervision (Rules 5.1, 5.2, 5.3)

It is well established (and now pre-
served in Rule 5.1) that lawyers with
supervisory authority must reasonably
“ensure that the other [supervised] law-
yer conforms to the Rules of Professional
Conduct.” This principle, under Rules
5.2 and 5.3, also extends to the lawyer’s
supervision of non-lawyer employees and
service providers and, if the supervising
attorney possesses managerial authority
in the organization, to the organization
as a whole.

Today, this means that supervising and
managing attorneys should be technol-
ogy leaders: they must be aware of what
technologies the firm (or organization)
and its service providers are using, what
risks those technologies pose and how
they are being or can be mitigated. The
Commission has published several Lead-
ing Practices white papers outlining the

ataxophobia

N. fear of disorder or untidiness
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appropriate manners in which technology
may be used in the practice of law: hzzp.//
courts.delmware gov/declt/practices.aspx

Liability and Insurance
Considerations

Liability for data security breaches un-
der federal and state law is a nascent but
quickly growing area. Whether lawyers
may incur such liability generally depends
on the type of incident and data at issue;
contractual obligations and assignment
of risk relating to such incidents; satis-
faction of disclosure/notification obli-
gations; and the reasonableness of steps
taken (1) before the incident to prevent
or mitigate it and (2) after the incident
to minimize harm, remediate and im-
prove cybersecurity maturity.

For instance, lawyers are subject to
data breach notification laws in many
states if a “breach” involves covered per-
sonally identifiable information. Simi-
larly, lawyers can be “business associates”
subject to HIPAA security and breach
notification rules.

Lawyers may undertake cybersecurity
related obligations and risks pursuant to
their client engagement agreements or
their vendor contracts. Like other types
of businesses, lawyers may be subject to
suit by various parties — including, but
not limited to, clients — for cyber inci-
dents that impact others.

Insurance coverage for cyber incidents
can play an important role in shifting
risk. Such coverage is also increasingly re-
quired by certain types of clients, provid-
ing another differentiator in which law-
yers or firms secure certain types of work
from particular clients.

Cybersecurity — a Practice Area
and a Culture

In light of the explosion in cyber
threats and legal issues created by digital
technology generally, privacy and data se-
curity have emerged as hot, new practice
areas for lawyers of all stripes. More than
85 percent of Am Law 200 firms now
have a practice group dedicated to privacy
and data security.?

Transactional lawyers have brought
greater focus to proactive cybersecurity
diligence and risk assignment in transac-
tions. Management of third-party cyber
risk is of paramount importance. Regula-
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In light of the
explosion in cyber
threats and legal issues
created by digital
technology generally,
privacy and data
security have
emerged as
hot practice areas.

tory guidance, best practices and formal
regulation are keeping regulatory compli-
ance and enforcement lawyers busy. In-
vestigators and litigators have no shortage
of cyber incidents to which to respond
and resulting civil and criminal litigation
to handle as a result of those incidents.
The Internet of Things promises to create
even greater opportunities for everyone
from the patent to the product liability
attorneys.

In short, cybersecurity is everywhere,
and will grow to touch all types of legal
practice. When it comes to cybersecurity,
the emergent challenge for lawyers is “to
do as we advise.”

Tips for Good Cyber Hygiene and
Improved Cybersecurity

Many cyber threats can be reduced by
employing good technological hygiene
in daily practice. A simple Google search
will reveal a wealth of tips about how best
to protect your networks, devices and
data from the most common threats.

As noted above, the Commission’s
website contains leading practices for data
security and the use of the most common
technological platforms, such as email,
cloud services and social media. Below
are some top tips to consider:

e Use only approved devices, networks,

software and Internet-based services

for client services.

e Store sensitive client data only in ap-
proved locations/devices.

e Use strong passwords for all ac-
counts and devices (including comput-
ers, phones, tablets, printers and Inter-
net of Things devices). Change them
frequently. Consider catchphrases that
are longer than eight digits and easier
to remember than random characters.

e Use a unique password for each
website or account, especially sensitive
accounts. Consider using password
keeper or management software.

e Enable multi-factor authentication
for sensitive websites, services and re-
mote access. This form of authentica-
tion (widely available on most Internet
services, including Facebook, Google,
Yahoo, etc.) will require a code, bio-
metric or some other identifier in ad-
dition to a password.

e Confirm any wire instructions or
requests for sensitive personal or fi-
nancial information sent by email
through phone call or other indepen-
dent means.

e Encrypt all sensitive email messages
and attachments — both in transit and
in storage.

e Use secure file-sharing services in
lieu of sending sensitive attachments
via email.

* Do not click on unknown links or
attachments in emails.

e Scan incoming messages, attach-
ments and portable devices for viruses
and malicious content.

e Encrypt all devices that contain sen-
sitive data.

e Utilize “lost device” tracking and
mobile device management that will
enable you to remotely “wipe” a lost
or stolen device.

e When purchasing online, check out
as a guest whenever possible and use a
credit card instead of a debit card.

e Monitor your bank and credit card
statements.

e Keep applications, software and
operating systems patched and up to
date. This includes smartphones and
all devices that connect to your firm
remotely.

e Back up your data frequently. Keep
backups on separate systems that can-



not be reached in the event of a mal-
ware (ransomware) attack. Test your
ability to revert to backups in the
event of a destructive attack.

e Lock your computer when you are
away from it. Secure mobile devices
(phones, tablets, laptops, etc.) out of
visibility within vehicles.

e Do not connect to public Wi-Fi
networks.

e Limit access of data to only those in-
dividuals who need access and only for
as long as they need access.

e Continually educate yourself and
your employees about cybersecurity
awareness.

e Employ technology or services to
monitor network and device usage and
periodically conduct external testing
and cybersecurity assessments. Imple-
ment remediation plans for critical gaps.
e Create a written cyber incident re-
sponse plan covering each major type
of cyber incident you may experience.

Employ technology or
services to monifor
network and device

usage and periodically

conduct external festing
and cybersecurity
assessments.
Implement remediation
plans for critical gaps.

Include: team members; incident es-
calation thresholds; internal and ex-

ternal communications plans; alterna-

tive communications platforms and
devices for team members; inventories
of users, devices and data; statutory,
regulatory and contractual notifica-
tion obligations; points of contact
for all potentially implicated parties;
protocols for evidence gathering and
preservation; plans for maintaining
business operations if data, devices or
systems become unavailable.

e Deriodically practice your incident
response plan with all team members
under simulated cyber incident sce-
narios. Incorporate lessons learned
into the plan. ®

NOTES

1. Given that the ethical rules apply with equal
force to all practicing attorneys, it is prudent
for the in-house counsel to develop a working
knowledge of security and privacy issues, as well
as the underlying technology.

2. ALM Intelligence, “Cybersecurity and Law
Firms: Defeating Hackers, Winning Clients”
October 2016.

3. See id.
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The Basic Skills and Social
Media Leading Practice Groups

Learning to
Bope with

With lawyers
increasingly aware
that responsibility for
technology and its
impacts is not going
away, the question is:
"What do | need

to know?”
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Technol

Requirements

The five stages of dealing with grief have been identified as denial, anger,

bargaining, depression and acceptance. In 2013 the Delaware Supreme

Court amended the Delaware Lawyers’ Rules of Professional Conduct

(“DRPC”) to expressly include requirements relating to technology.! Those

amendments included a requirement under DRPC Rule 1.1 that lawyers

“keep abreast of changes in the law and its practice, including the benefits

and risks associated with relevant technology...”

any lawyers grieved over the overt
Minsertion of technology-related re-

quirements into their obligations as
lawyers. At first, many engaged in denial:
“I don’t need to understand technol-
ogy for my type of practice.” That was
followed by anger: “I’'m a lawyer, not a

1” Next came bar-

technology consultant
gaining: “If I only plan to practice for a
few more years, do I really need to learn
this technology stuft?” or “If T just hire
some technology geeks to deal with these
issues, will that satisfy my ethical obli-
gations?” Next came depression: “The
practice of law is doomed; lawyers are be-
ing replaced by computers.”

Three years out from the adoption of
the technology-related amendments to
the DRPC, lawyers have now, hopefully,
reached the stage of acceptance and rec-
ognized that the inclusion of ethical re-

quirements relating to technology is not
the apocalypse. Rather, it is just another
step in the evolution of the practice of
law consistent with the recognition that
law follows, not defines, society.

Having reached the stage of accep-
tance, lawyers begrudgingly seek to un-
derstand how they can comply and live
with the new technology knowledge ob-
ligations. Many lawyers at this stage pose
a single, simple request: “Tell me what I
need to know in 3,000 words or less.”
Well, here is your answer.

1. You need to know how to keep
privileged and confidential information
privileged and confidential.

Inadvertently disclosing informa-
tion may be the greatest risk posed by
lawyers” use of technology. DRPC Rule

1.6 requires reasonable efforts to prevent



inadvertent or unauthorized disclosure
of information relating to the represen-
tation of a client. Comment 19 to Rule
1.6 requires a lawyer to make reasonable
efforts to prevent disclosure.

We addressed the basics of this topic
in an earlier article and will not repeat
that discussion here.? We only note the
multiple venues that technology pro-
vides for inadvertent disclosures which
include: (a) misaddressed emails; (b) lost
or stolen mobile devices or use of such
devices in public where information can
be seen or overheard by others; (c) use
of simplistic passwords that can be ecas-
ily determined; (d) use of insecure public
Wi-Fi systems; (e) legitimate-looking but
fraudulent emails requesting informa-
tion or money, including emails contain-
ing attachments or links that if opened
provide the sender with access to your
computer system; (f) utilizing cloud-
based systems that are not adequately
secure or private; (g) deliberate cyber-at-
tacks on your computer system by third
parties attempting to gain access to your
computers, which are often made easier
by lawyers with insufficient security on
their computers and networks; (h) dis-
cussing client matters or cases on social
media; (i) inadvertently disclosing in-
formation intended to be withheld or
that the lawyer did not even realize was
there (i.e. metadata) when transmitting
or producing electronic documents and
records both in general correspondence
and discovery.

More detail on many of these topics is
available at the “Leading Practices” sec-
tion of the Commission web site: http://
courts.delmware gov/declt/practices.aspx

2. You need to know what fraudulent
emails and phishing scams look

like and that law firms are regularly
fargeted.

This relates to No. 1 above but bears
special mention. According to a March
2016 FBI press release, from October
2013 through February 2016, e-mail-
related schemes targeting businesses that
regularly perform wire transfer payments
have resulted in $2.3 billion in losses.?

Often in such schemes, the criminals
conduct research to determine who at
a company manages money. They then

Advising clients may
require that lawyers
consider and discuss
the client’s social media
practices and how they
might affect their legal
rights in matters the
lawyer is handling.

send an email to such person that appears
to come from another person within the
target organization or from a client or
customer.

Several of these types of scams have
occurred in Delaware recently. In one,
a Delaware real estate firm received an
email directing that proceeds from a real
estate settlement scheduled for that same
day be sent to a different (and fraudulent)
bank account. That led to the “alert”
posted on the Commission web site.*

In a second, the office manager of a
Delaware firm received an email that
claimed to be from one of the senior
partners at that firm instructing that an
immediate wire transfer of money be
made. The manager attempted to follow
up with the partner and determined the
email was fraudulent before any transfer
was made.

The point here is that fraudulent
emails no longer involve just requests
from a stranger in Nigeria asking for
help to claim millions of dollars left
to them by a deceased relative or seek-
ing legal representation of a matter “in
your jurisdiction.” They often appear to
be legitimate emails from someone the
lawyer knows and they are occurring in
Delaware.

To see what various iterations of
fraudulent emails look like, visit the FBI
Internet Crime Complaint Center at
https://www.ic3 gov/media/default.aspx

3. You need fo understand how social
media might help or hurt your client,
and how to preserve and obfain
information from social media without
violating professional obligations.

Social media generally refers to web
sites that serve as virtual communities,
in that they allow people to share infor-
mation, ideas and generally to socialize
through an on-line site. Better-known
examples include Facebook, MySpace
and GooglePlus.

Competence in advising clients may
requirve that lawyers consider and discuss
the client’s social media practices and
how they might affect their legal rights in
matters the lawyer is handling. Lawyers
must also inquire regarding, and know
how to preserve, information from social
media that a client creates or controls.

Lawyers must understand how to
gather information from others using
social media without violating the rules
that govern lawyers’ communications
with other parties. For example, send-
ing a “friend” request through Facebook
or similar social networking site (even
though the recipient accepts it) may
constitute a communication that could
violate various restrictions contained in
DRPR Rules 4.1 through 4.3.

Lawyers must understand that cli-
ents sometimes view their social media
pages as “private” communications and
warn them about the risk of waiving the
attorney-client privilege if they discuss
their communications with the lawyer on
social media.

And lawyers must understand how
to make sure that information gathered
through social media is admissible at tri-
al (or how to challenge its admissibility)
and the ways that social media can affect
the outcome of jury trials.

For more information, see the Social
Media Leading Practices page on the
Commission web site: bttp://conrts.deln-
ware gov/declt/social.aspx

In case you haven’t noticed, social
media is everywhere. As of September
30, 2016, Facebook had 1.79 billion
monthly active users. Photo-sharing app
Instagram takes second place with 500
million monthly users (up from 400
million in 2015). Twitter has 370 mil-
lion active users, including the president.
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Messaging app Snapchat boasts 150 mil-
lion users after just four years since its
release.

The ubiquity of social media poses
new security risks and challenges. The
risks are serious and they are real. Dela-
ware’s Rules of Professional Conduct re-
quire all lawyers to be competent in the
practice of law, including in their under-
standing the risks and benefits of tech-
nology.® The Rules also require that we
ensure the compliance of the lawyers and
staff for whom we are responsible.®

Thus, all lawyers — not just those
who are active users of social media —
should be aware of the risks and take
steps to prevent them.

Denial Is Not a Strategy

In the case of cyber security, igno-
rance is a recipe for disaster. To put blind
faith in social-media companies to pro-
tect you and your data would be fool-
ish, if not reckless. The most common
social-media attacks are directed attacks
on individuals. For example, in 2015,
Facebook scams were the most common
method of distributing malware (soft-
ware designed to infiltrate computers
with the user’s consent).

In 2012, a hacker stole 6.5 million
encrypted passwords from LinkedIn and
posted them to a Russian crime forum.
In 2016, a Russian hacker began sell-
ing 117 million of the stolen email and
password combinations. Following that
Facebook CEO Mark Zucker-
berg and Twitter founder Jack Dorsey

event,

had their social-media accounts hacked.
If social-media CEOs are susceptible to
cyber-attacks via social media, so, too,
are we.

Social media is particularly suscep-
tible to the following methods of cyber-
attacks:

Social Engineering

Social engineering relies on human
trust instead of technology. Social-
media sites can provide an attacker with
significant amounts of personal details,
such as work and home addresses, phone
numbers and birth dates, just to name
a few.

Attackers can use publicly available
information to learn more about their
victim and build trust by, for example,
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Consider restricting
access fo social-media
sites on your firm’s
computers. It may not
be popular but it is far
safer than allowing
individuals to access
potentially harmful
software or links that
can wreak havoc on
your firm’s operations.

expressing interest in the victim’s areas
of interest.

Attackers also can gain access by
friending members of the victim’s social
networks, which causes the victim to
assume the attacker to be a credible
associate.

Spear Phishing

Spear phishing involves an attempt
to trick the victim into clicking a link
or opening a document. Spear phish-
ers send malware through social-media
sites, such as Facebook’s Messenger,
in order to avoid the traditional secu-
rity controls frequently implemented on
email systems.

Prevention Is Possible

As overwhelming as it may seem,
there are steps you can take to avoid se-
curity breaches through social media:

Inform and Educate

Consider implementing a social-me-
dia policy for employees in your firm.
The National Labor Relations Board, the
agency that enforces the National Labor
Relations Act, which applies to employ-
ers, including law firms, takes a very
narrow view of acceptable social-media
policies, so it’s wise to consult with expe-

rienced employment counsel when draft-
ing such a policy.

If a policy doesn’t feel like the right
fit, consider as an alternative social-media
guidelines — suggestions for appropriate
social-media use — that can be published
to your employees.

Regardless of whether you elect to
implement a policy or create a set of
guidelines, and even if you decide to do
neither, you should educate the lawyers
and staff in your office about the risks of
social media. If nothing else, start a dia-
logue about those risks and about ways
those risks can be avoided. A conversa-
tion costs nothing but can plant the seed
of awareness, which often is key in avoid-
ing social-media missteps.

You can initiate the conversation in
any number of ways. Consider raising it
at a staff meeting, or hosting a lunch-
and-learn and ask attendees to bring a
news story involving a social-media gaffe.
Circulate such stories yourself. It needn’t
be complicated or expensive or formal, as
long as it builds awareness.

Limit Access

Consider restricting access to social-
media sites on your firm’s computers. It
may not be the most popular move but
it is far safer than allowing individuals
to access potentially harmful software or
dangerous links that can wreak havoc on
your firm’s operations.

If you need additional motivation,
consider your ethical obligation to pre-
serve your client’s confidential informa-
tion. Failure to take reasonable steps to
avoid unauthorized access to privileged
information could violate your duty of
confidentiality.”

A common argument against limit-
ing access is that employees will just ac-
cess such sites via their phones. And this
is likely true — it would be foolish to
think that employees won’t check Face-
book during the workday merely because
they are unable to do so via their desktop
computers. However, by limiting access,
you can mitigate the risk that your sys-
tem will be infiltrated by malware or oth-
er unwanted and dangerous applications.
4. You need to understand how the
use of technology in the courfroom

might increase or decrease the
chances of success for your client —



and when the use of such fechnology
may pose ethical concerns.

Some reports suggest that jurors have
been influenced by the “CSI Effect” and
now expect to see technology and tech-
nological evidence in the courtroom.®
Thus, lawyers need to understand how
the use of technology to establish or
present evidence may be perceived by and
influence a jury.

Lawyers must consider how digital
evidence that is presented at trial will be
preserved as part of the trial record be-
cause it can pose unique problems. Most
basically, lawyers need to know how to
use the technology that will be used at
trial.

For more detailed information, see the
Courtroom Technology Leading Practic-
es section of the Commission web site.?
5. You need to know how fo avoid
spoliation of electronic evidence
by your client and where and how
fo obtain discovery of electronic
information from other parties.

Electronically stored information, or
“ESL,” has changed the nature and vol-
ume of discovery significantly. Email,
voice mail, text messages and social
media sites have become the sources of
much significant evidence. Because such
information exists electronically on com-
puters and networks that are numerous
and constantly changing, lawyers need
to be aware of the risk that information
that exists when a case begins may be
destroyed or altered simply by normal
everyday use of the computers and oth-
er devices on which such information is
stored.

Thus, lawyers should at the outset of
every litigation-related matter identify
such information and take steps to avoid
its destruction or modification. Lawyers
must be familiar enough with the vari-
ous forms of ESI (which includes some
“hidden” information such as metadata)
to help their clients know where to look
for it, and to verify that opposing par-
ties have taken sufficient steps to preserve
and identify such information.

For more detailed information, sce
the eDiscovery Best Practices section of
the Commission web site.!

Last year, California issued a formal
opinion regarding an attorney’s ethical

Because digital
evidence (such as
spreadsheets) can be
manipulated in ways
S0 as to present the
stored information in
various forms, the line
between whether digital
evidence is real or
demonstrative can
be blurred.

duties that is fairly comprehensive and
provides a good overview of many ethical
issues that surround eDiscovery.!!

Email, text messages and social media
sites are often gold mines of significant
evidence. Lawyers who do not protect
and mine evidence from these sites may
not be competently representing their
clients and may be exposing their clients
and themselves to significant sanctions,
as already have been imposed by many
courts.

For more detailed information see the
View from the Bench Leading Practices
section of the Commission Web Site.!?

Because much evidence is now digi-
tal, lawyers need to understand that
there are unique issues involved with
authenticating digital evidence. Lawyers
must consider whether digital informa-
tion being offered as evidence is real
evidence or demonstrative evidence be-
cause the rules of admissibility differ.
Because digital evidence (such as spread-
sheets) can be manipulated in ways so
as to present the stored information in
various forms, the line between whether
digital evidence is real or demonstrative
can be blurred.

So, We Lied

Ok, we admit that we have not provid-
ed to you everything you need to know to
satisfy your obligations to be competent
with respect to technology in your prac-
tice. Instead, we have provided you with
a checklist of the main areas that law-
yers should at least be aware of to avoid
technology-related ethical problems, and
we have provided you some sources to
explore those topics further. We did do
that in fewer than 3,000 words, so at
least that part was true.

In particular, we encourage Dela-
ware lawyers to take advantage of the re-
sources offered by the Commission. The
Commission’s web site has a help desk
feature where you can submit questions
and thereby avail yourself of the collec-
tive knowledge of the Commission’s
members.

We hope that you have reached the
stage of acceptance. If you are not there
quite yet, we are sure that it will not be
much longer. ®

NOTES

1. http://courts.delaware.gov/rules/pdt/DLR-
PC-LN.pdf#search=professional%20conduct.
2. See Bruce Jameson, Technology Competence
for Lawyers: Not an Oxymoron, 32 Del. Law,
no. 3, Fall 2014, at 16.

3. FBI Warns of Rise in Schemes Targeting
Businesses and Online Fraud of Financial Of-
ficers and Individuals: https://www.fbi.gov/
contact-us/field-offices/cleveland /news/press-
releases/tbi-warns-of-rise-in-schemes-target-
ing-businesses-and-online-fraud-of-financial-
officers-and-individuals.

4. http://courts.delaware.gov/declt/alert.aspx.
5. See Del. Lawyers’ R. Prof’l Conduct 1.1,
cmt. [8].

6. See Del. Lawyers’ R. Prof’l Conduct 5.1
and 5.3.

7. See Del. Lawyers’ R. Prof’l Conduct 1.6.

8. See ey ABA Trial Evidence Committee,
Managing the CSI Effect in Jurors, https://
apps.americanbar.org/litigation /committees/
trialevidence/articles/winterspring2012-
0512-csi-effect-jurors.html.

9. http://courts.delaware.gov/declt/court-
room.aspx.

10. http://courts.delaware.gov/declt/ediscov-
ery.aspx.

11. http://ethics.calbar.ca.gov/Portals/9/
documents/Opinions/CAL%202015-193%20
%5B11-0004%5D%20(06-30-15)%20-%20F1-
NALIL.pdf.

12. http://courts.delaware.gov/declt/
blogspot/spoliationofevidence.aspx.
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The eDiscovery
Leading Practice Group

bersecurity
mplications IR EHIT)

Clients demand that
attorneys and their
vendors protect —

and at litigation’s
end, return, destroy or
secure — data
collected in discovery.
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“Law firms ave the soft underbelly of corporate cybersecurity.
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According to the FBI,? the current reality is that many law firms are the

subjects of hackers’ ire. What was once secure in a client’s possession may

now be vulnerable in that client’s attorney’s files. With an increasing concern

regarding the confidentiality and security of electronically stored information

(“ESI”) collected in discovery, there are a variety of factors to consider.

rom what clients are demanding of
Ftheir counsel to considerations when

retaining an electronic discovery ven-
dor to issues arising when receiving and
sharing ESI with opposing counsel and
the Courts, cybersecurity is no longer the
singular concern of the owner of the ESI.
Equally as important are issues facing
others who possess this data — notably

lawyers.

What Clients are Demanding

According to Rule 1.6(a) of the Dela-
ware Lawyers Rules of Professional Con-
duct, “A lawyer shall not reveal informa-
tion relating to the representation of a
client....”

While no Delaware cases have yet ap-
plied this standard to situations where an
attorney was in possession of confidential
information that was ultimately com-
promised, it appears that clients are not
sitting by idly. Rather, before they hand

over their highly confidential informa-
tion, clients are increasingly demanding
high levels of security of their data from
their lawyers.

For example, Delaware’s own Bank of
America has announced that it was con-
ducting a security audit of its law firms.
According to Assistant General Counsel
Richard Borden, Bank of America is “one
of the largest targets in the world” for cy-
berattacks and law firms are “considered
one of the biggest vectors that the hack-
ers, or others, are going to go at to try to
get to our information.”?

From Bank of America’s perspective,
Borden said, the Office of the Comptrol-
ler of the Currency has focused on law
firms; “[t]hey are coming down on us
about security at law firms. So we have no
choice but to check the information se-
curity and to audit — to actually audit —
the information security of our law firms



that have confidential information. We
spend a lot of money and use a lot of law
firms, so this is casting a very wide net.”

While it may be easy to distinguish
Bank of America and other specially reg-
ulated entities from your client base, the
data suggests otherwise. Rather, firms are
reacting to client concerns.

Among the measures being taken are
firms seeking “ISO 27001” cybersecurity
certification. This form of certification is
intended to help organizations, including
law firms, “manage the security of assets
such as financial information, intellectual
property, employee details or information
entrusted to you by third parties.”®

Why are firms seeking such certifica-
tions? The reasons:

e Approximately 71 percent of respon-

dents have clients who request this

type of certification;

e Approximately 56 percent are seek-

ing a competitive advantage over other

firms;

e Approximately 33 percent believe

such certification is necessary for main-

taining existing clients or getting new
business.®

Since clients naturally are interested in
how secure their data is, attorneys need to
consider what steps they can take to keep
that information secure and meet their
client’s expectations.

Security Considerations and
Vendors

Using an eDiscovery vendor to collect,
process, review and produce documents
in the course of litigation, or for a gov-
ernment investigation, has been the norm
for a majority of law firms, both large
and small, for nearly two decades. The
thought that these vendors may present a
threat to the security of clients’ data only
recently has been a subject of discussion.

As we know, an attorney’s responsi-
bility to keep clients’ information confi-
dential extends not only to the firm she
is affiliated with, but also to the agents
that attorney uses to manipulate and store
data. Ensuring your eDiscovery vendor is
capable of adequately securing client data
requires knowledgeable inquiry, not just
of their technological security, but also
their physical security and their protocols
for providing the most secure environ-
ment possible.

Ensuring your
eDiscovery vendor is
capable of adequately
securing clientf data
requires knowledgeable
inquiry of their
technological security,
their physical security
and their protocols.

Questions you should ask your
eDiscovery vendor before you hire them
include: What has their investment been
in recent years to prevent invasion by
hackers into their environment? What
methods of encryption and transmission
protection do they employ, and have those
been tested and audited recently? Does
the vendor perform background checks of
its employees and contractors and do they
have different levels of physical security
for different levels of employees?

Answers may vary from very specific
responses including security certifica-
tions such as ISO 27001 or Federal In-
formation Security Management Act of
2002 (FISMA) Authorization to Operate
(ATO), to vague references of not being
breached in the past.

When hiring an eDiscovery vendor, it
is also a good practice to have either your
firm IT security specialist or a trusted
third party conduct a security audit of the
vendor to confirm that the vendor’s tech-
nology and protocols regarding cyber-
security are sufficient such that you can
satisty your ethical obligations.

Security Considerations and Data
Transmission

Moving data and producing data dur-
ing the course of litigation carries with it
another set of specialized risks that in the
past have not been considered very often.
But now, in a world where hackers can ac-

cess your data from anywhere, the com-
petent lawyer must be on guard against
even the most mundane circumstances.

Producing electronic documents dur-
ing the course of litigation, once a simple
clerical task, now must be designed with
the highest security in mind. What if that
flash drive or DVD containing docu-
ments that were produced in litigation is
lost in the mail or even stolen? Encryp-
tion software is readily available which
would make the media nearly impossible
to access and should be used on any de-
vice containing client information leaving
a lawyer’s possession.

A protective order is another tool that
should be employed by parties in litigation
to ensure that both the recipient of the data
and the court are capable of maintaining
confidential information in an appropri-
ately secure manner. Drafters of protective
orders have contemplated filing confiden-
tial documents under seal for many years;
in fact this is a common practice. However,
lawyers often overlook the ability to define
how the receiving party will secure infor-
mation, as well as instructions on main-
taining confidentiality when sharing with
third parties, experts and the court.

Lawyers should consider including
language in the protective order that
would require the receiving party to use
the same means of securing the produced
information as they would use to secure
their own clients’” information. An effec-
tive protective order should outline the
steps to take when sharing confidential
information with experts, such as provid-
ing access to a closed workspace, requir-
ing background checks for employees,
contractors and agents, and encrypting
and password protecting all storage de-
vices and transmissions, both electronic
and physical.

When the Case is Over

You won or you lost, but what do you
do with all of the confidential informa-
tion now that the case is over?

First, was there a protective order or
other order governing the protection of
confidential information entered in the
case? If not, then confer with opposing
counsel and your client to establish an
agreed-upon protocol for returning or
destroying the confidential information
exchanged in the case.
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If the parties agree that certain confi-
dential information or categories of docu-
ments (emails, correspondence, etc.) may
be retained by counsel, then you should
determine what protocols will govern
ongoing protection of the retained con-
fidential information.

It is important to note that an attor-
ney’s duty under Rule 1.6(c) to make rea-
sonable efforts to prevent inadvertent or
unauthorized disclosure of a client’s in-
formation continues not only after a case
has ended, but after the lawyer-client re-
lationship has ended, as well. This applies
to third-party vendors that may have been
retained to assist with the representation,
such as e-discovery vendors. See Rule 5.3.

Accordingly, it is incumbent upon a
lawyer to be as involved and protective
during the wrap-up process as he or she
was in handling the litigation itself.

Second, if there is a protective order,
what does it say? Document return or
destruction provisions are common in
protective orders. The specific terms that

It is incumbent upon
a lawyer fo be as
involved and profective
during the wrap-up
process as he or she
was in handling the
litigation itself.

may apply to a given case, however, may
vary widely.

Generally, protective orders provide
for a set time period after the case is con-
cluded for the parties to comply with the
return or destruction provisions. Such
provisions usually permit counsel to re-

tain at least one copy of certain catego-
ries of documents such as pleadings, mo-
tions and briefs, depositions transcripts,
correspondence, expert reports, written
discovery responses, trial transcripts and
hearing or trial exhibits.

Any retained data typically continues to
be governed by the protective order even
after the case is over. Some protective or-
ders go one step further and specifically
impose upon each party an affirmative ob-
ligation to request the return or destruc-
tion from experts, advisors and /or vendors.

The most variance between return or
destruction provisions relates to corre-
spondence. In that regard, some protec-
tive orders permit counsel to retain corre-
spondence generally. Other protective or-
ders may have no such carve-out for cor-
respondence, thereby requiring complete
eradication of the other side’s confidential
information from all correspondence files
(emails, voicemails, text messages, back-
ups and archives).

Once the terms of the specific return
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or destruction provision are clear, then
compliance can begin.

Third, where are the hiding places for
confidential information? Paper copies of
confidential information are fairly easy to
find and collect. Electronic documents
should be easy to find as well, but with
the advances in data security and technol-
ogy management it can take some skill to
find all of the places in which confidential
information can be hiding.

Likely areas for electronic storage of
confidential information are personal
drives, email folders, personal mobile
devices or laptops, shared drives and
production databases. Other locations
to consider are voicemail boxes, intranet
files, internet files, cloud-based storage or
file-sharing sites and physical media (such
as flash drives and CDs).

In addition, just as the e-discovery
process may have required review of cli-
ent back-ups or archives, confidential in-
formation could be sitting on the firm’s
back-ups or archives.

Fourth, remember the vendors! Dur-
ing the course of the litigation, confiden-
tial information may have found its way
to a document management company or
e-discovery vendor, to a jury data analyst
company or to some other professional
services company. It is likely that such
companies are already aware of the pro-
tective order in the case and may even
have signed an undertaking agreeing to
treat the data they receive in accordance
with its terms.

Now that the case is over, however, a
best practice for counsel is to send a no-
tice that the case is over to any companies
that provided assistance during the case
and may have received confidential infor-
mation. This notice should be provided
regardless of whether the confidential in-
formation was from one side or the other
in the case.

The important point is to provide no-
tice and a reminder regarding the terms
of the protective order or instructions
regarding how to treat the confidential

information going forward.

Conclusion

While we may not have previously
considered the security of data received
and produced in discovery, the security
implications are no different than those
for other forms of data. In order to prop-
erly serve — and attract — clients, attor-
neys need to be mindful of how that data
is protected. @

NOTES
1. Seehttp://www.ediscoverylawtoday.com,/2014/

05/the-importance-of-data-security-in-ediscovery.
2. Id.

3. See http://www.americanbar.org/publica-
tions,/law_practice_magazine/2013/november-
december/hot-buttons.html.

4. Id.

5. See http://www.iso.org/iso/home/stan-
dards/management-standards/iso27001.htm.

6. http://www.corpcounsel.com/
id=1202766430631/Legals-Business-Necessity-
Client-Demand-Spurs-ISO-27001-Cybersecuri-
ty-Certification?slreturn=20161020184337.
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The eMail
Leading Practice Group

11 E1{} Technology,

Email threats are
ubiquitous, from links
to malicious software

to the vulnerability
of sensitive client
information.
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Most people think the purpose of email security is to prevent spam from

coming into the network and to stop viruses from infiltrating the system.

Those types of threats are becoming more sophisticated every day.

mail security, however, is not something
Ethat only IT staff have to concern them-

selves with. Increasingly lawyers need to
think about the safety of their clients’ data
within their firms’ email and servers. The
definition of “reasonableness” under Rule
1.6(c) will shift as more tools arrive that
make file transfer and sharing easier and
more secure.

There is no greater threat to clients’
data than through law firms’ email sys-
tems. Law firms, large and small, must
consider the kind of data that is being
stored in the mailbox, where it is being
stored and how best to safeguard it.

Over the past decade, it has become
all too common to use email for more
than just communicating. Users now of-
ten store, organize and archive client re-
cords in email (such as Outlook), which
is very user friendly. Obviously, this leads
to a proliferation of client data stored on
email systems.

Some client data may be stored in email
that dates back five, 10 or 15 years, far too
long. There are various methods that can
address this potential issue; for example, a

policy may be implemented to automatically
remove email after a certain length of time.

Law firms are increasingly becoming
the targets of hackers because of client-
sensitive data, such as Intellectual Prop-
erty and corporate information relating to
such things as mergers and acquisitions.
Threat actors also target clients’ personal
data such as Personally Identifiable Infor-
mation (PII) and Personal Health Infor-
mation (PHI). The average cost of a data
breach in 2016 was $4 million.! Protection
of clients’ data begins with email.

Receiving Email

The biggest nuisance when receiving
email is dealing with the massive amount
of spam email. Spam is generally not ma-
licious but can flood an inbox with un-
wanted email, reducing productivity and
increasing the load on the firm’s email
server. Spam filters can eliminate most un-
wanted spam and there are cloud solutions
that filter for spam email before it reaches
the email server.

There are potential downsides to ag-
gressively filtering spam, however. False



positives can lead to missed client email.
Spam email must be reviewed by the law-
yer or other professional for valid messages.

When the Democratic National Com-
mittee was hacked in 2016, one envisioned
sophisticated hacking technologies that
penetrated the DNC network defenses. In
reality, the hack was the result of a phish-
ing attack, where a DNC official clicked on
a link and entered his password.?

Phishing attacks have become more
sophisticated as hackers learn to penetrate
spam filters and become more targeted in
their attacks. Targeted (or Spear Phish-
ing) attacks focus on specific high-profile
users within organizations. Whaling, or
so-called “CEO Attacks” attempt to spoof
CEO-level executives to send email to ac-
counting staftf'in an attempt to wire funds.
This has happened within the Delaware
legal community in 2016.

Accounting staffs should be trained to
be wary of any email coming from a man-
aging partner and proper checks and bal-
ances should be implemented to verify all
wire transfers. Links inside of unsolicited
messages should never be clicked.

Even if one is sure the email is legiti-
mate, a good practice is to open the inter-
net browser and go directly to the website,
instead of clicking on the link in the email.
Consider using services that offer URL
Protection, which can modify links inside
of an email and verify the safety of the
website if the link is followed.

In addition to stealing user credentials,
clicking on links in phishing emails can also
introduce malicious viruses such as keylog-
gers, cryptolockers and back doors. Key-
loggers capture all of a user’s key strokes,
usually with the goal of stealing your on-
line banking credentials. Back doors in-
stall software that allow the attacker to
connect to the targeted network at any
time. Cryptolockers or ransomware are
attacks that can encrypt files on the local
hard drive, as well as any network drives.
Once the files are encrypted, the attacker
demands payment (usually in the form of
bitcoin) to unencrypt the files.

Because of attacks like ransomware, us-
ers should only have rights to those network
drives and folders necessary for their prac-
tice. Furthermore, client records should
never be saved on the local hard drive as
these drives are usually not backed up.

Once sent, an email
can live forever. Files
that contain information
such as social security
numbers, medical
information, credit card
information or bank
account information
should never be sent
via email.

Viruses such as the above can also come
in the form of attachments. While virus fil-
ters are a good first line of defense at stop-
ping malicious attachments from reaching
email, hackers are becoming more sophis-
ticated in penetrating the filtering defense.
For example, macro viruses, which are
coded instructions inside of Word and Ex-
cel files, can go undetected in virus filters.
If macros are not disabled, macro viruses
can execute by opening the file. Malicious
links can also be found in PDF files.

Because of these types of hidden vi-
ruses, services are available that can “sand-
box” email attachments. Sandbox services
open the attachment in a safe environment
and can detect whether the file is malicious
before it reaches the inbox. Furthermore,
certain file extensions should always be
blocked from email such as: .exe .js .jse vbs
vbe .iso .hta and .wsf.

Sending Email

Security and privacy need to be a con-
cern when sending email, as well. Email
can be intercepted by third parties. Once
sent, the email resides in the recipient’s
mailbox where the original sender has no
control. Security and privacy concerns are
paramount in consumer, web-based email
such as Gmail. Increasingly, lawyers need
to be aware of client data inside of email
and email attachments, especially where
PIT and PHI are present.

In order to protect against email being
intercepted in transit, email transmission
can be encrypted. Most email servers have
the ability to send and receive email using
Transport Layer Security (TLS) Email
Encryption. TLS is typically set up to
send using encryption, meaning that if
the receiving server can accept TLS, it will
be sent using TLS; otherwise the email
will be sent in clear text. TLS can also be
set up to force the use of TLS between
the email server and the client’s email
server. Many financial clients require the
use of TLS.

Remember that TLS only encrypts the
email transmission. Once the email is re-
ceived, the email is not encrypted in the
recipient’s mailbox or in the sender’s sent
items folder.

Once sent, an email can live forever,
depending on the email systems and third-
party services involved. For this reason,
email and attachments that may contain
PII or PHI deserve special attention. Files
that contain information such as social
security numbers, medical information,
credit card information or bank account
information should never be sent via email.
Nor should such information be transmit-
ted as part of the body of an email.

Users need to be trained to identify PII
and PHI and be aware that the document
may require special handling. When trans-
mitting protected information, consider
using cloud-based file sharing services.
Several file-sharing services exist that can
offer secure file sharing and can facilitate
secure file transmission via email.

Storing Email

A discussion of email security and pri-
vacy must also include the storage of email,
not only in one user’s mailbox, but also in
the entire firm email database. A mailbox
is only as secure as that user’s login cre-
dentials. If'a password is compromised the
entire mailbox will be breached.

Limiting the amount of email stored in
mailboxes will limit your exposure in the
event of a breach. If client email is stored
in a mailbox it should be organized into
folders that identify the client matter. If
possible, move a client email to a secure
document management system.

See Email Security
confinued on page 27
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The Courtroom Technology
Leading Practice Group

330 in the Gourtroom

Understand the
technological
capabilities of the
courts where you will
practice to ensure
effective presentations
and the security of
client data.
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The practice of law continues to evolve from analog to digital — from

paper files and tangible evidence to electronic files and digital reenactments.

Digital repositories are a mainstay of the legal profession.

leadings are researched, drafted and
Pﬁled clectronically. Bankers Boxes of
paper files are being replaced with
thumb drives and cloud-based storage. In
most cases, voluminous pre-trial discovery
is managed and provided electronically.
Rather than binders and briefcases, many
attorneys now rely on computers and tab-
lets to advocate on behalf of their clients.
These tools allow Delaware lawyers to
work more efficiently, effectively and con-
veniently. With the mobility and adapt-
ability of today’s technology, attorneys are
bringing these tools into the courtroom.
These are the facts of legal practice. To
succeed in the future, attorneys must use
appropriate tools and have a solid under-
standing of the risks and benefits to profes-
sionally use technology in the courtroom.
While wireless access abounds, the use of
this technology in the courtroom environ-
ment presents unique considerations.!

Technology in the Courtroom
Technology is used in court during tri-

als and hearings to better present ideas and

arguments. Attorneys must be aware of

the technological capabilities and limita-
tions in the courtroom. Most courtrooms
in Delaware’s state and federal courts pro-
vide basic “wired” connections; however,
as the rooms are upgraded, wireless ca-
pabilities are being enhanced. Moreover,
advocates with some technical proficiency
may choose to build a temporary network
to support their presentation.

Of course, the Delaware Lawyers Rules
of Professional Conduct strongly encour-
age the use of technology in the court-
room. See Del. Lawyers’ R. Prof’l Con-
duct 1.1. (Competence). In addition to us-
ing technology to present a case, attorneys
may also use available networks to access
files while in court. With hours spent in
the courtroom environment, a reliable
network is essential for the productivity of
today’s litigators.

Security Concerns

Confidentiality, privacy and the integ-
rity of one’s work product are concerns in-
herent with any use of technology. Court-
room data connections present special
challenges for attorneys.



Connecting your device to a network
may expose information on your device
to another user on the same connection.
Ignorance of these security issues raises
special ethical concerns for attorneys. An
attorney has an obligation to protect a cli-
ent’s confidential information from “in-
advertent or unauthorized disclosure.”?
Further, attorneys must take “reasonable
precautions” to ensure that communica-
tions containing confidential client infor-
mation are secure and do not “come into
the hands of unintended recipients.”?

While the rule “does not require that
the lawyer use special security measures
if the method of communication affords
a reasonable expectation of privacy[,] [s]
pecial circumstances, however, may war-
rant special precautions.” A lawyer should
consider factors such as “the sensitivity of
the information and the extent to which
the privacy of the communication is pro-
tected by law or by a confidentiality agree-
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ment”® when determining whether special
precautions are required.

However, there are solutions to allow
secure, convenient and connected access
for attorneys. One solution is a dedicated
wireless network. These networks can re-
quire strong password protection and re-
strict access to attorneys and their staff.
While such a system may not be able to
track individual attorney actions on the
network, it would reasonably restrict access
to the network from the general public.

Another alternative is to create a net-
work only available to the attorneys who
have matters in the particular courtroom.
Rather than have a static password avail-
able to all attorneys at all times, the court
could change it on a case-by-case basis.
This would allow the court to keep access
open to the attorneys for the matter pres-
ently being heard until the matter con-
cludes.

While this more restrictive policy
would afford greater security, it would be
to the detriment of attorneys in the court-
house who may need internet access, but
do not a have an immediate pending case.

Many courts have already set-up wire-
less systems for use in courtrooms. Pres-
ently, the U.S. District Court for the
Northern District of California will not
allow attorneys to use anything but wire-
less connections.® The Florida courts have

There are a number
of ways to create
secure internet access
for attorneys in the
courthouse. Ultimately,
the solution must be
able to accommodate
all the attorneys who
require access, while
simultaneously keeping
information safe
and secure.

begun such use in the 9th and 12th Ju-
dicial Districts. Moreover, in the United
Kingdom, the judicial system began “roll-
ing out” digital courtrooms in 2013, in-
cluding wireless use in 500 courtrooms.”
There are a number of ways to create
secure internet access for attorneys in the
courthouse. Ultimately, the solution must
be able to accommodate all the attorneys
who require access, while simultaneously
keeping information safe and secure.

Reliability Concerns

Another concern is the reliability of the
connection. Attorneys may depend on the
network at critical times, such as giving an
opening or closing argument. Therefore,
a wireless network must be fast enough to
accommodate the attorney’s needs and be
able to support multiple users. To under-
stand what is required for such a network,
it is helpful to have a basic understanding
of Wi-Fi and the factors that affect its ad-
equacy.

Wi-Fi is the use of radio waves to trans-
mit digital information. There are numer-
ous factors that determine how quickly the
information is transmitted, such as band-
width, speed, gigahertz, latency, ping and
many other technical terms you may hear

from a Verizon commercial or your local
Best Buy salesperson. A brief explanation
of some the factors that affect a wireless
connection is helpful to determine what is
required.

Bandwidth and speed are terms that
seem to be used interchangeably. However,
they are two separate cogs in the proverbial
Wi-Fi machine. Bandwidth refers to the
capacity of a network, or how much infor-
mation can travel across the particular net-
work. Speed refers to rate of speed of the
information traveling over the network.

Imagine a wireless network as a two-
lane highway over which data is being car-
ried by cars. Speed refers to how quickly
those cars can travel to carry the data.
Bandwidth refers to how many lanes are
available on the highway.

If the speed limit is 65 miles per hour,
that is the fastest the car can travel. How-
ever, if there are many other cars on the
road, the congested highway may slow traf-
fic. Add enough cars, and eventually a traf-
fic jam develops. However, if we add more
lanes, going from two to six, for example,
it allows the cars to reach their maximum
speed because there is less congestion.

Both bandwidth and speed are impor-
tant. Even with the fastest speed available,
if too many users are on the network, that
speed can never be reached due to conges-
tion, resulting in a slow or sluggish connec-
tion. Likewise, having a large bandwidth
will allow a larger number of users, but
if the information does not move quickly
enough, the connection will again be slow.

Therefore, a proposed attorney net-
work would have to consider how many
people would be using it at a given time,
and how much information those users
would be transmitting over the network.

Wireless Hardware Connections

Along with the internet, there are other
wireless capabilities that could be useful in
the courtroom. Wireless connections of
computers and laptops to courtroom pro-
jectors or video monitors would eliminate,
or at least substantially reduce, the number
of wires required for using technology in
the courtroom.

Not only would this reduce any clutter
from the installation of wires, but it would
also reduce installation costs because little
or no construction is needed.?

One method of wireless hardware con-
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nections is a wireless High-Definition
Multimedia Interface (HDMI) connec-
tion. The benefit of HDMI, wired or
not, is that both audio and video can be
transmitted over one connection. It does
not matter if you want to display a video,
sound, picture or text, it can all be done
via a single HDMI connection.

A wireless HDMI system consists of
a transmitter and responder. The trans-
mitter is connected to the laptop or tablet
and the responder to a display, such as a
monitor. An attorney can then wirelessly
display whatever is on his or her computer
to the monitor.

With a wireless HDMI connection,
the attorney would not be limited in
where he wanted to connect his device. It
could be connected at the table or lectern.
Also, because it does not rely on Wi-Fi,
there is more reliability in the connec-
tion. The system can be installed without
running any wire or cables from the com-
puter to this display. There are, however,
potential drawbacks.

One issue is that communication er-
rors can occur between the transmitter
and responder. Some systems require a
direct line of sight, meaning there cannot
be any obstructions between the devices.
Additionally, the connection would not
be as reliable as a wired one.

Compatibility could also be an issue.
Normally, one only has to plug in the
corresponding units for the system to
work. Technology, however, is not always
so user friendly. Some systems may not
work reliability with all types of devices
or computers. Further, some popular de-
vices, such as iPads, do not have HDMI
ports and require adapters for HDMI
connections.

An alternative for wireless connec-
tions to displays and monitors are Wi-
Fi-connected mirroring devices, such as
Google Chromecast or Airtame. These
devices are installed into the display,
such as a TV, and then connected to a
Wi-Fi network. Once connected, any
other supported device, such as a laptop,
iPad or even a smartphone, can connect
to the same Wi-Fi network (or via Blue-
tooth) and mirror what is on their device
to the display.

One advantage of mirroring devices
is that, unlike wireless HDMI, nothing
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In this digital age,
technology is becoming
more d necessity than
a novelty. The sooner
it is embraced, albeit
with caution and care,
the sooner the legal
community will reap
its rewards.

needs to be physically connected to the
computer or tablet. All that is needed is
the installation of the device’s software.
This avoids needing multiple transmit-
ters, or if there is only one transmitter,
to share it back and forth between par-
ties. Further, fewer physical components
are needed if done this way. The mirror-
ing device is connected to the display and
does not need to be removed.

A concern with this type of connec-
tion, similar to the wireless HDMI sys-
tem, is that the computer or tablet the
attorney is using must be compatible, or
supported, by the mirroring device. Two
popular types of computer operating sys-
tems are Windows and Mac (aka Apple).
If the company that makes the mirroring
device doesn’t have software for a par-
ticular operating system, then the user is
quite literally left to his or her own de-
vices. Further, these mirroring devices
require a Wi-Fi connection, unlike the
wireless HDMI system.

Conclusion

Technology has the ability to allow
attorneys to operate more effectively and
efficiently in the courtroom. In this digi-
tal age, technology is becoming more a
necessity than a novelty. The sooner it is
embraced, albeit with caution and care,
the sooner the legal community will reap
its rewards.

Focusing on technology within the
courtroom and implementing these sys-

tems allows us to better understand tech-
nology’s benefits and difficulties, paving
the way for greater and safer technologi-
cal advances in the future. Remember,
though, even with the best systems avail-
able, a good lawyer will always have a back-
up plan in place in case problems arise.

Do not wait until the day of trial or
hearing to check the compatibility of
your equipment to the Courthouse sys-
tem that will be available to you during
your presentation. To borrow a line from
a standard Superior Court jury instruc-
tion, find out ahead of time if your equip-
ment, the software, connections and sys-
tem requirements will work together “so
as to make one harmonious story of it
all.” Del. Super. P.J.I. Civ. §23.9 (2000).

Whenever possible, take a trip to the
Courthouse and give it a trial run before
the date of your presentation.” This will
give you the opportunity to work out any
technical problems before the big day
arrives. Finally, have a contingency plan
in case there is a system failure and/or
the trial judge decides to halt any use of
technology. ¢

NOTES

1. Courts are moving forward with the use of
technology in the courtroom. In some jurisdic-
tions, for example, the U.S. District Court for
the Northern District of California, the court
requires the attorneys to utilize wireless servers
and will not even allow connection to the net-
work through a cable connection or tie-in.

. Del. Lawyers’ R. Prof’l Conduct 1.6 cmt. 16.
. Id. atcmt. 17.

Id.

Id.

. www.cand.uscourts.gov.wifi (“The Court
makes Wi-Fi available to persons doing business
with the court in all Northern District court

[ RS I NN

locations. Users must have a compatible wireless-
enabled device to connect to court Wi-Fi; no
wired connections are allowed.”)

7. Press Release, Ministry of Justice, Damian
Green: ‘Digital Courtrooms’ to roll out nation-
ally (June 28, 2013).

8. See Hon. Herbert B. Dixon, Jr., The Evolution
of o High-Technology Courtroom, National Center
for State Courts at page 3, 2011, http://www.
ncsc.org/sitecore/content,/microsites/future-
trends-2011/home/ Technology/1-4-Evolution-
of-high-tech-courtroom.aspx.

9. Generally, the Court will work with the par-
ties on access to technology. In the Superior
Court of the State of Delaware, for example, the
parties may contact the Bailiffs’ Office to set up a
time to do a trial run with technology.



FEATURE continued

Email Technology, Security and Privacy from page 23

Accessing Email

Busy lawyers need access to email 24 /7.
This means there will be multiple methods
of access on multiple platforms inside and
outside of the office. Each entry point has
its own set of vulnerabilities. There are a
number of basic steps lawyers can take to
reduce the risk of breach:

In the office, keep workstations secure.
Many data breaches are from threats inside
the office by company employees. Keep
passwords private and lock your worksta-
tion before walking away. Ensure that
passwords are not kept in files on desktops
named “Passwords.”

iPhones and android devices are now
ubiquitous in law firms. Handheld devices
must be secured with passwords. If possi-
ble, the number of remote devices that can
connect to the email server should be lim-
ited. Mobile Device Management (MDM)
systems can track handheld devices and en-
sure complex passwords are enforced. An
MDM can also limit applications that the
firm deems inappropriate or dangerous.

In the office, keep
workstations secure.
Many data breaches are
from inside the office
by company employees.
Keep passwords
private and lock your
workstation before
walking away.

Healthy security behavior should be
encouraged. Applications such as LastPass
help to encourage password diversity and
also focus employees on the importance of

protecting information.

Firms that allow web-based access to
email should require dual factor authenti-
cation. Dual factor authentication requires
two levels of authentication such as a pass-
word and a pin code. The pin code can be
sent to a cell phone or delivered via an app
on a cell phone. Web-based email can also
be a concern if accessing firm email from
a public computer. Web-based email may
write email to temporary internet space that
can remain on the hard drive after log-off.

Conclusion

Clearly, security in the use of email is the
first line of defense in protecting client in-
formation. Lawyers have an obligation to re-
main reasonably informed on current risks
associated with the use of email and the
methods available in reducing the risks. ¢

NOTES

1. Ponemon Institute© Research Report 2016.

2. http://www.nbenews.com/politics/2016-
election/email-shows-how-podesta-account-may-
have-been-hacked-n674811.
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FEATURE

OF COUNSEL: Judge Steven L. Butler

or more than a decade, Judge Steven L.

Butler has been one of the most techno-

logically savvy members of the Delaware
Bar. He has been a dedicated leader in edu-
cating Delaware lawyers and judges in the
use of technology and related ethical issues.

While this “Of Counsel” page of Dela-
ware Lawyer is often associated with more
senior members of the Delaware Bench and
Bar, the editors of this issue find it most
appropriate to give a “double click” to this
most vocal proponent of the proper use
of mobile technology in the legal profes-
sion. In 2016, Steven L. Butler accepted a
life-long appointment as an Administrative

Judge in the Social Security Administration.

What You Already Know

best known for leading the monthly iPad Lawyers User Group
(IPLUG) meetings, his proliferation of technology blogs and
his well-attended and very entertaining — and at the same time
somewhat scary — CLE’s for the Bench and Bar throughout
the State. An advocate of both mobile platforms, Apple and An-
droid, his goal has been inclusive rather than an effort to “turn”
interested lawyers to a preferred operating system.
What You May Know

Judge Butler received his B.A. in Political Science, magna
cum lande, from the University of Delaware in 1998, and his
].D., magna cum lande, from then Widener University, and now
Delaware Law School, in 2003. During the hiatus between de-
grees, he worked in the technology field for the State of Delaware
in the Judicial Information Center.

Once in private practice, Judge Butler developed a well-de-

served reputation as a preeminent Social Security lawyer. For a

i

With a special interest in mobile technology, Judge Butler is

number of years, while with the law firm of
Linarducci and Butler PA, he served his cli-
ents in the very same building in which the
Social Security administrative proceedings
were held. Later he broadened his practice
as part of the personal injury practice group
of Morris James LLP.

While providing these needed services
to his clients, he developed a national
reputation of managing and presenting all
claims and hearings from his iPad, to the
amazement of lawyers and clients alike.
What You May Not Know

In addition to providing practical guid-
ance and advice as a member of the Richard
K. Herrmann Technology Inn of Court,
Judge Butler also was selected by the Dela-
ware Supreme Court to be a member of the Delaware Supreme
Court’s Commission on Law and Technology, where he served
for three years as chair of the Mobile Technology Working Group.

In addition to serving on the panels of dozens of Bar-related
CLE’s, Judge Butler was on the adjunct faculty of the National
Judicial College, leading monthly groups of judges on the use
and advancements of mobile technology in the judicial field. He
also contributed his time as a regular guest lecturer on mobile
technology at Delaware Law School. His printed articles have
been read in the Delaware Bar Association’s The Journal and in
Delaware Lawyer. His digital articles have been published and
republished on a number of nationally read blogs.

Judge Butler’s technology prowess within the Delaware Bar
goes unchallenged. His depth and understanding of the benefits
and risks of mobile technology, particularly among small law
firms and solo practitioners, continues to be an incredible re-

source to us all. @
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To learn more about Delaware Lawyer or
the possibility of joining our volunteer Board of Editors,
please contact Bar Foundation Executive Director
Missy Flynn at 302-658-0773.

28 DELAWARE LAWYER WINTER 2016/2017



| I | 1

It doesn't feel like work

BOARDWALK

2 Olive Avenue & the Boardwalk
Rehoboth Beach, DE 19971
(800) 33 BEACH | (302)227-7169

www.boardwalkplaza.com

The Boardwalk Plaza is fortunate to call the ocean’s edge our

home, and happy to offer you a unique and comfortable respite

from the world, where you can truly get away from it all.

Both the Hotel and Victoria’s are open year-round. You pick

the season that suits you best, and we’ll take care of the rest.

Call (800) 33 BEACH.
w

o
b & o d
E -



DoubleTree by Hilton Downtown

Wilmington Legal District

Now featuring 2 fully functional law centers located within
one block of both the Federal and Superior Courthouses.
Our 2 turnkey centers exceed 3,000 square feet in size and
incorporate all of the following features:

# 2 private lead attorney offices
Large War Room space with 52” HD flat screens
# 3 large administrative workstations
# 4 paralegal workstations accommodating up to 8 people _ : : First Foor
s Oversized file storage rooms complete with shelving : ‘ T
# Kitchen areas complete with full-size refrigerator, i
microwave, coffee maker and water cooler

# Direct-dial speakerphones with voicemail at
each workstation

) H i Second Floor

# Private, secu_red entrances W|th.key. card access Sandra Day O'Conner Legal Suite
# 100 MG dedicated Internet service in each center

% Dedicated IT locations in each center

DOUBLETREE
For all your trial team needs contact: Ca" tO Schedule a BY HILTON™

Doubletree Sales Department DOWNTOWN WILMINGTON

302.655.0400 site tour today! LEGAL DISTRICT

©2009 Hilton Hotels Corporation

700 North King Street * Wilmington, DE 19801
Reservations: 1.800.222.TREE Hotel Direct: 302.655.0400
www.WilmingtonDowntown.DoubleTree.com



